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CHAPTER 1

INTRODUCTION
Massimo Marelli
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1.1 BACKGROUND
In recent years, the development of new technologies allowing for easier and faster

Processing of ever-increasing quantities of Personal Data in an interconnected world

has given rise to concerns about possible intrusion into the private sphere of individ-

uals. Regulatory efforts around the globe are ongoing to respond to these concerns.

Protecting individuals’ Personal Data is an integral part of protecting their life,

integrity and dignity. This is why Personal Data protection is of fundamental impor-

tance for Humanitarian Organizations.

In suggesting how data protection principles should be applied by Humanitarian

Organizations, this Handbook builds on existing guidelines, working procedures and

practices that have been established in Humanitarian Action in the most volatile

environments and for the benefit of the most vulnerable victims of armed conflicts,

other situations of violence, natural disasters, pandemics and other Humanitarian

Emergencies (together ‘Humanitarian Emergencies’). Some of these guidelines, pro-

cedures and practices predate the advent and development of data protection laws,

but they all are based on the principle of human dignity and the same concept of

protection which underpins data protection laws. These guidelines have been set out,

notably, in the Professional Standards for Protection Work.1

1.2 OBJECTIVE
This Handbook aims to further the discussion launched by the Global Privacy

Assembly (GPA) – previously known as the International Conference of Data

Protection and Privacy Commissioners (ICDPPC) – with its Resolution on Privacy

and International Humanitarian Action2 adopted in Amsterdam in 2015. This discus-

sion was relaunched and continued through the GPA Resolution on the Role of

Personal Data Protection in International Development Aid, International

Humanitarian Aid and Crisis Management3 adopted in 2020, which makes specific

reference to the development and publication of the previous editions of this

1 ICRC, Professional Standards for Protection Work, 3rd ed., ICRC, Geneva, 2018: https://shop.icrc.org/

professional-standards-for-protection-work.html.

2 International Conference of Data Protection and Privacy Commissioners, Resolution on Privacy and

International Humanitarian Action, 37th International Conference of Data Protection and Privacy

Commissioners, Amsterdam, 27 October 2015: http://globalprivacyassembly.org/wp-content/uploads/

2015/02/Resolution-on-Privacy-and-International-Humanitarian-Action.pdf.

3 Global Privacy Assembly, Resolution on the Role of Personal Data Protection in International

Development Aid, International Humanitarian Aid and Crisis Management, 42nd Closed Session of the

Global Privacy Assembly, October 2020: https://globalprivacyassembly.org/wp-content/uploads/

2020/10/FINAL-GPA-Resolution-International-Aid-EN.pdf.
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Handbook as one of the main achievements of the cooperation between humanitar-

ian actors and the GPA.

It is not intended to replace compliance with applicable legal norms, or with data

protection rules, policies and procedures that a particular organization may have

adopted. Rather, the Handbook seeks to raise awareness and assist Humanitarian

Organizations in ensuring that they comply with Personal Data protection standards

in carrying out humanitarian activities, by providing specific guidance on the inter-

pretation of data protection principles in the context of Humanitarian Action, par-

ticularly when new technologies are employed.

This Handbook is designed to assist in the integration of data protection principles

and rights in the humanitarian environment. It does not, however, replace or provide

advice in relation to the application of domestic legislation on data protection, where

this is applicable to a Humanitarian Organization not benefiting from the privileges

and immunities generally associated with an International Organization.

Compliance with Personal Data protection standards requires taking into account the

specific scope and purpose of humanitarian activities to provide for the urgent and

basic needs of vulnerable individuals. Data protection and Humanitarian Action

should be seen as compatible, complementary to, and supporting each other. Thus,

data protection should not be seen as hampering the work of Humanitarian

Organizations; on the contrary, it should be of service to their work. Equally, data

protection principles should never be interpreted in a way that hampers essential

humanitarian work, and should always be interpreted in a way that furthers the

ultimate objective of Humanitarian Action, namely safeguarding the life, integrity

and dignity of victims of Humanitarian Emergencies.

The recommendations and guidelines contained in this Handbook are based on some

of the most important international instruments dealing with data protection, in

particular the following:

• UN General Assembly Resolution 45/95 of 14 December 19904 adopting the

Guidelines for the Regulation of Computerized Personal Data Files,5 which

includes the “humanitarian clause” calling for particular care and flexibility

when applying data protection principles in the humanitarian sector;

• the UN Principles on Personal Data Protection and Privacy, adopted by the UN High-

Level Committee on Management (HLCM) at its 36th Session on 11 October 2018;6

4 UN General Assembly, Resolution 45/95 of 14 December 1990, A/RES/45/95, 14 December 1990.

5 UN General Assembly, Guidelines for the Regulation of Computerized Personal Data Files, 14 December

1990: www.refworld.org/docid/3ddcafaac.html.

6 UN High-Level Committee on Management (HLCM), UN Principles on Personal Data Protection and

Privacy, 11 December 2018: https://archives.un.org/sites/archives.un.org/files/_un-principles-on-

personal-data-protection-privacy-hlcm-2018.pdf.
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• the International Standards on the Protection of Personal Data and Privacy (The

Madrid Resolution) adopted by the ICDPPC in Madrid in 2009;7

• The OECD Privacy Guidelines (2013);8

• the Council of Europe Convention for the Protection of Individuals with regard to

Automatic Processing of Personal Data (Convention 108),9 including Protocol

CETS No. 223 amending the Convention (known as Convention 108+).10

Other important standards have also been taken into account, in particular:

• recent regulatory developments, insofar as they reflect further development of

data protection concepts and principles in light of their application over the years

and the challenges generated by new technologies (this includes the updating of

Convention 108, as well as the EU General Data Protection Regulation 2016/

679 (GDPR));11

• the Resolution on Data Protection and Major Natural Disasters12 adopted by the

ICDPPC in Mexico City in 2011;

• the Resolution on Privacy and International Humanitarian Action adopted by the

ICDPPC in Amsterdam in 2015;13

• The Resolution on the Role of Personal Data Protection in International

Development Aid, International Humanitarian Aid and Crisis Management;14

7 International Conference of Data Protection and Privacy Commissioners, International Standards on the

Protection of Personal Data and Privacy, Resolution, Madrid, 5 November 2009: https://

globalprivacyassembly.org/wp-content/uploads/2015/02/The-Madrid-Resolution.pdf.

8 OECD, OECD Privacy Guidelines, 2013: https://legalinstruments.oecd.org/en/instruments/OECD-

LEGAL-0188.

9 Council of Europe (CoE), Convention for the Protection of Individuals with Regard to Automatic

Processing of Personal Data, Treaty, Council of Europe Treaty Series (CETS) – No. 108, Strasbourg,

28 January 1981: www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=223.

10 Council of Europe (CoE), Protocol Amending the Convention for the Protection of Individuals with

Regard to Automatic Processing of Personal Data, Treaty, Council of Europe Treaty Series (CETS) –

No. 223, Strasbourg, 10 October 2018: https://rm.coe.int/16808ac918.

11 EU Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the

protection of natural persons with regard to the Processing of personal data and on the free movement

of such data, and repealing Directive 95/46/EC (EU General Data Protection Regulation), [2016]

OJ L119/1.

12 International Conference of Data Protection and Privacy Commissioners, Resolution on Data Protection

and Major Natural Disasters, Resolution, 33rd International Conference of Data Protection and Privacy

Commissioners, Mexico City, 2011: http://globalprivacyassembly.org/wp-content/uploads/2015/02/

Resolution-on-Data-Protection-and-Major-Natural-Disasters.pdf.

13 International Conference of Data Protection and Privacy Commissioners, International Humanitarian

Action, Resolution, 37th International Conference of Data Protection and Privacy Commissioners,

Amsterdam, 27 October 2015: http://globalprivacyassembly.org/wp-content/uploads/2015/02/

Resolution-on-Privacy-and-International-Humanitarian-Action.pdf.

14 Global Privacy Assembly, Resolution on Personal Data Protection in International Development Aid,

Resolution, 42nd Closed Session of the Global Privacy Assembly, October 2020: https://

globalprivacyassembly.org/wp-content/uploads/2020/10/FINAL-GPA-Resolution-International-Aid-EN.pdf.
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• the ICRC Rules on Personal Data Protection (2015, updated and adopted by the

ICRC Assembly on 19 December 2019);15

• the ICRC Professional Standards for Protection Work (2013);16

• the UNHCR Policy on the Protection of Personal Data of Persons of Concern to

UNHCR (2015);17

• the IOM Data Protection Manual (2010).18

This Handbook provides recommended minimum standards for the Processing of

Personal Data. Humanitarian Organizations may provide for stricter data protection

requirements, should they deem it appropriate or be subject to stricter laws at the

domestic or regional level.

A few important considerations should be highlighted from the outset:

• The right to privacy has long been recognized globally as a human right,19 while

the right to Personal Data protection is a relatively recent human right that is

closely connected to the right to privacy and sets forth conditions for the

Processing of data of an identified or identifiable individual. Specific data

protection or privacy-related laws and norms have been adopted at national and

regional levels in recent years in almost 150 countries,20 and Personal Data

protection as a fundamental right is gaining wider acceptance around the world.

Accordingly, implementation of Personal Data protection standards, even where

not a legal obligation given the privileges and immunities enjoyed by certain

Humanitarian Organizations, should be a priority for all Humanitarian

Organizations, considering that the main objective of their activities is to work

for the safety and dignity of individuals.

• Some Humanitarian Organizations, having a status of International Organizations,

enjoy privileges and immunities and do not follow national legislation on Personal

Data protection.21 Respect for privacy and data protection rules is nevertheless, in

15 ICRC, Rules on Personal Data Protection, Publication, ICRC, Geneva, 2015: www.icrc.org/en/

publication/4261-icrc-rules-on-personal-data-protection.

16 ICRC, Professional Standards for Protection Work.

17 UN High Commissioner for Refugees (UNHCR), Policy on the Protection of Personal Data of Persons of

Concern to UNHCR, May 2015, www.refworld.org/docid/55643c1d4.html.

18 International Organization for Migration (IOM), IOM Data Protection Manual, Geneva, 2010: https://

publications.iom.int/books/iom-data-protection-manual.

19 See Article 12 of the Universal Declaration of Human Rights and Article 17 of the International Covenant

on Civil and Political Rights.

20 See UN Conference on Trade and Development (UNCTAD), “Data Protection and Privacy Legislation

Worldwide | Register”, UNCTAD, accessed 6 January 2022: https://unctad.org/page/data-protection-

and-privacy-legislation-worldwide.

21 Massimo Marelli, “The law and practice of international organizations’ interactions with personal data

protection domestic regulation: At the crossroads between the international and domestic legal orders”,

Computer Law and Security Review, Vol. 50, 2023, 105849: https://doi.org/10.1016/j.clsr.2023.105849.
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many cases, a prerequisite for them to receive Personal Data from other entities, and,

therefore, to do their work.

• The exceptional emergency circumstances in which Humanitarian Organizations

operate create special challenges regarding data protection. Accordingly, particular

care and flexibility is required when applying data protection principles in the

humanitarian sector. This need is also reflected in many of the international

instruments and standards mentioned above, which include stricter rules for the

Processing of Sensitive Data.22

• The lack of a uniform approach in data protection law to the Personal Data of

deceased individuals means that Humanitarian Organizations should adopt their

own policies on this matter (for example, by applying the rules applicable to the

Personal Data of natural persons to the deceased, insofar as this makes sense). For

organizations that do not enjoy immunity from jurisdiction, this question may be

regulated by the applicable law.

• The focus of this Handbook is on Personal Data protection, and the application of

this area of law to Humanitarian Action. Yet, in armed conflicts and other

situations of violence, many threats are collective rather than individual – a

village, a community, a specific group of men and women may share the same

threats. So just focusing on the proper management of Personal Data may not be

sufficient. In some cases, Processing of non-Personal Data may raise specific

threats at the collective level. In this respect, a number of initiatives in the

humanitarian sector have been focusing on the implications of Processing data

more generally for communities and referring, for example, to ‘demographically

identifiable information’,23 or ‘Community Identifiable Information’.24

• Humanitarian Organizations process the Personal Data of different categories of

individuals in Humanitarian Emergencies, such as data of affected people and

contacts involved in their activities, as well as data of staff and goods/service

providers, or even data of donors. While the focus of this Handbook is the

Processing of the Personal Data of the beneficiaries of humanitarian programmes,

similar considerations apply to the handling of Personal Data of other

categories of individuals.

1.3 STRUCTURE AND APPROACH
Part I of this Handbook applies to all types of Personal Data Processing in

Humanitarian Emergencies and provides a detailed analysis of Personal Data

22 See Section 2.2: Basic data protection concepts.

23 See: “The Signal Code: A Rights Based Approach to Information during Crisis”, The Signal Code,

accessed 6 January 2022: https://signalcode.org.

24 See: Humanitarian Data Exchange Initiative, “Terms of Service”, HDX, accessed 6 January

2022: https://data.humdata.org/faqs/terms.
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protection principles and requirements contextualized in Humanitarian Emergencies.

Part II deals with specific types of technologies, technology areas and data Processing

situations, and contains a more specific discussion of the relevant data protection

issues. The specific Processing scenarios outlined in Part II should always be read

with Part I in mind. Defined terms are capitalized throughout this Handbook; the

definitions are contained in the Glossary at the beginning of the Handbook.

1.4 TARGET AUDIENCE
This Handbook is aimed at legal professionals and staff of Humanitarian

Organizations involved in Processing Personal Data for the humanitarian operations

of their organization, particularly those in charge of advising on and applying data

protection standards. It is also addressed to other parties involved in Humanitarian

Action or data protection, such as data protection authorities, researchers and aca-

demics, private companies wishing to engage in partnerships with Humanitarian

Organizations, and any others involved in these activities.
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