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Abstract

The COVID-19 pandemic elicited a surge in the use of digital tools to replace “classic” manual disease
tracking and contact tracing across individuals. The main technical reason is based on the disease
surveillance needs imposed by the magnitude of the spread of the SARS-CoV-2 virus since 2020, par-
ticularly how these needs overwhelmed governments around the world. Such developments led to
stark variations across countries in terms of legal approaches towards the use of digital tools, including
self-reporting software and mobile phone apps, for both disease tracking and contact tracing. Against
this backdrop, in this article I highlight some of the normative challenges posed by the digitalization of
disease surveillance, underscoring its almost non-existent regulation under international law. I look
back at the historical emergence of the epidemiological principles underlying this procedure, by refer-
ring to John Snow’s trailblazing work in cholera control. I emphasize how the COVID-19 pandemic
prompted both technical and normative shifts related to the digitalization of these procedures.
Furthermore, I refer to some of the overarching obstacles for deploying international law to tackle
future tensions between the public health rationale for digitalized disease tracking and contact tracing,
on the one hand, and normative concerns directly related to their legality, on the other hand. Lastly, I
put forward conclusions in light of the current juncture of international health law reforms, and how
they so far display limited potential to herald structural changes concerning the legality of the use of
digital tools in disease surveillance.

Keywords: Digitalized disease surveillance; international law; COVID-19 pandemic; mpox; International Health Regulations;
pandemic treaty

A. Introduction

By now, a vast literature has explored how the COVID-19 pandemic led to structural legal chal-
lenges throughout the world. Themes such as the exercise of emergency powers' and derogations

1See, e.g, Magnus Lundgren, Mark Klamberg, Karin Sundstrom & Julia Dahlqvist, Emergency Powers in Response to
COVID-19: Policy Diffusion, Democracy, and Preparedness, 38 NORD. J. HUM. 305 (2020); ALAN GREENE, EMERGENCY
POWERS IN A TIME OF PANDEMIC (2020); Cassandra Emmons, Responding to COVID-19 with States of Emergency:
Reflections and Recommendations for Future Health Crises, in ROUTLEDGE HANDBOOK OF LAw AND THE COVID-19
PANDEMIC 375 (Joelle Grogan & Alice Donald eds., 2022).
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of human rights obligations” have been rediscovered and reframed during the pandemic. One (re)
discovered area in legal research is the one on individualized procedures of public health surveil-
lance, understood as “the continuous, systematic collection, analysis and interpretation of health-
related data,” including but not limited to disease tracking and contact tracing. Broadly speaking,
through both of these procedures, public authorities trace the spread of a disease from person to
person in order to identify— and possibly break—chains of transmission. Disease tracking focuses
on identifying positive cases of contagion with a disease as thoroughly as possible, with the under-
standing that there is a medical diagnosis available through a number of methods.* In turn, con-
tact tracing refers to the identification of persons exposed to a known active case of a specific
disease, making contagion likely but not yet fully established in light of a disease’s incubation
period (the period of time between exposure and manifestations of symptoms or “onset”).’
Both of these processes belong to so-called ad hoc disease surveillance,® distinct from routine sur-
veillance where health trends are periodically monitored across entire populations.”

Before the COVID-19 pandemic, there was a dearth of legal literature addressing normative
questions regarding disease tracking and contact tracing.® Such relative obscurity is perhaps
not surprising. Broadly speaking, ad hoc individualized public health surveillance is not as urgent
when there is no active disease outbreak. In “ordinary” periods, public health authorities have
neither the justification nor the resources to permanently monitor all individuals’ actions in order
trace the spread of communicable diseases across persons. A more constant monitoring of indi-
viduals for disease tracking usually occurs when outbreaks, epidemics, or pandemics emerge. It is
why this type of surveillance is known as ad hoc, as some of its parameters are contingent upon
those events occurring.

The COVID-19 pandemic elicited a surge in the use of digital tools to replace “old school”
manual disease tracking across individuals.’ In the past, these procedures were based on either

%See, e.g., Eric Richardson & Colleen Devine, Emergencies End Eventually: How to Better Analyze Human Rights Restrictions
Sparked by the COVID-19 Pandemic under the International Covenant on Civil and Political Rights, 42 MICH. ]. INT. LAw 105
(2020); Karima Bennoune, “Lest We Should Sleep” COVID-19 and Human Rights, 114 AM J. INT'L. LAW 666 (2020); Audrey
Lebret, COVID-19 pandemic and derogation to human rights, 7 J. LAw & BIOSCIENCES 1 (2020); Patrycja Dabrowska-
Klosinska, The Protection of Human Rights in Pandemics—Reflections on the Past, Present, and Future, 22 GERMAN L.J.
1028 (2021); Laurence Helfer, Rethinking Derogations from Human Rights Treaties, 115 AM J. INT. Law 20 (2021).

3WoRLD HEALTH ORG., Surveillance in emergencies (2022), https://www.who.int/emergencies/surveillance. For disease sur-
veillance in the particular case of COVID-19, see WORLD HEALTH ORG., PUBLIC HEALTH SURVEILLANCE FOR COVID-19
(Interim guidance, July 22, 2022), https://www.who.int/publications/i/item/WHO-2019-nCoV-SurveillanceGuidance-2022.1.

“Disease tracking is also known in epidemiology as “case finding”. Case Finding, A DICTIONARY OF EPIDEMIOLOGY (Miguel
Porta ed, 6th ed  2016), https://www.oxfordreference.com/view/10.1093/acret/9780199976720.001.0001/acref-
9780199976720-e-2077#.

SEUROPEAN CENTRE FOR DISEASE CONTROL AND PREVENTION, INFOGRAPHIC: COVID-19 CONTACT TRACING (Apr. 20,
2020), https://www.ecdc.europa.eu/en/publications-data/infographic-covid-19-contact-tracing; Jay Pandit, Jennifer Radin,
Giorgio Quer & Eric Topol, Smartphone apps in the COVID-19 pandemic, 40 NATURE BIOTECHNOLOGY 1016 (2022).

®Also referred to as “event-based surveillance”. Kelly Henning, What Is Syndromic Surveillance?, 53 SUPPLEMENT
MORBIDITY & MORTALITY WKLY REP. 5-11 (2004).

’See Alexander Langmuir, William Farr: Founder of Modern Concepts of Surveillance, 5 INT'L. J. EPIDEMIOL. 13 (1976)
(Attributing the modern concept of disease surveillance to William Farr, from the United Kingdom’s General Register
Office, in the nineteenth century); see also WORLD HEALTH ORG., EARLY DETECTION, ASSESSMENT AND RESPONSE TO
AcCUTE PUBLIC HEALTH EVENTS: IMPLEMENTATION OF EARLY WARNING AND RESPONSE WITH A FOCUS ON EVENT-BASED
SURVEILLANCE 7-8 (Interim Version 2014) https://apps.who.int/iris/handle/10665/112667; Silvia Declich & A.O. Carter,
Public Health Surveillance: Historical Origins, Methods and Evaluation, 72 BULL. WORLD HEALTH ORGAN 286 (1994); Pedro
A. Villarreal, The Multilevel Dimension of Rules-based Disease Surveillance beyond the State, 29 EUR. ]. HEALTH L. 8 (2022).

8Notable exceptions include Vera S. Neslund, Richard A. Goodman, James G. Hodge, Jr., & John P. Middaugh, Chapter 10:
Legal Considerations in Public Health Surveillance in the United States, in PRINCIPLES AND PRACTICE OF PUBLIC HEALTH
SURVEILLANCE 217 (Lisa Lee, Steven Teutsch, Stephen Thacker & Michael E. St. Louis eds., 3rd ed. 2010); LAWRENCE O.
GosTIN & LINDsAY F. WILEY, PUBLIC HEALTH LAW POWER, DUTY, RESTRAINT (3rd ed., 2016).

9See Ciro Cattuto & Alessandro Spina, The Institutionalisation of Digital Public Health: Lessons Learned from the COVID-19
APP, 11 EUR. J. Risk REGUL. 232-233 (2020); Sacha Alanoca, Nicolas Guetta-Jeanrenaud, Isabela Ferrari, Nyasha Weinberg,
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active reporting by affected persons themselves, or interviews conducted by public health author-
ities. The disease surveillance needs imposed by the magnitude of the spread of the SARS-CoV-2
virus since 2020 overwhelmed governments all around the world. Such a development led to stark
variations across countries in terms of legal approaches towards the digitalization of both disease
tracking and contact tracing across individuals.

The current contribution tackles some of the normative challenges posed by the digitalization
of disease surveillance through disease tracking and contact tracing, and their almost non-existent
regulation under international law. For the sake of delimitation, the following analysis leaves out
the use of digital tools for demonstrating proof of vaccination, generally known as “vaccine cer-
tificates”, because these lead to different legal and normative questions.!” The article proceeds as
follows: The second section looks back at the historical emergence of the epidemiological prin-
ciples underlying this procedure, by referring to John Snow’s trailblazing work in cholera control.
The historical reference underscores how disease surveillance through disease tracking and con-
tact tracing is, by now, a centuries-long public health tool. The third section emphasizes how the
COVID-19 pandemic prompted both technical and normative shifts related to the digitalization of
these procedures. The fourth section posits some of the overarching obstacles for deploying
international law to tackle future tensions between the public health rationale and normative
assessments in digitalized disease tracking and contact tracing. Lastly, the fifth section puts for-
ward conclusions in light of the juncture of reforms of international health law. Reference is made
to the ongoing process for amending the World Health Organization (WHO)’s International
Health Regulations (IHR) of 2005. The European Union has put forward proposals to further
regulate the interoperability of digital health tools, including those related to surveillance, particu-
larly for the purposes of international travel. Despite these efforts, the conclusion argues they have
a limited potential to herald substantive criteria on the legality of the use of digital tools for disease
surveillance at the national level.

B. Disease Tracking and Contact Tracing: Past and Current Practice and Law

In order to frame the ensuing debate, the following subsections offer an overview of the established
practice on disease tracking and contact tracing in the field of public health. By now, these are
well-established procedures for facing communicable disease outbreaks and pandemics.!! In addi-
tion to the technical elements involved in these procedures, a subsequent subsection tackles the
relatively thin international law currently in force on the subject matter.

I. “Classic” Disease Tracking and Contract Tracing: A Primer

The surveillance procedures of disease tracking and contact tracing addressed in this contribution
are those of the individualized kind, which are implemented during communicable disease out-
breaks.!? Broadly speaking, when a disease can be transmitted from person to person, halting its

R. Buse Cetin & Nicolas Miailhe, Digital contact tracing against COVID-19: a governance framework to build trust, 11 INTL.
DATA Priv. L. 3, 4 (2021) (discussing how the emphasis on digital tools for disease tracking and contact tracing overshadowed
the existence of their past “manual” equivalents).

0For a recent discussion on this subject, see Kevin Bardosh, Alex de Figueiredo, Rachel Gur-Arie, Euzebiusz Jamrozik,
James Doidge, Trudo Lemmens, Salmaan Keshavjee, Janice E. Graham & Stefan Baral, The unintended consequences of
COVID-19 vaccine policy: why mandates, passports and restrictions may cause more harm than good, 7 BM] GLOB.
HEALTH e008684 (2022).

1See Human Rights Council, International solidarity in aid of the realization of human rights during and after the coro-
navirus disease (COVID-19) pandemic. Report of the Independent Expert on human rights and international solidarity, Obiora
Chinedu Okafor, € 20, UN. Doc. A/HRC/47/31 (Apr. 13, 2021), https://documents-dds-ny.un.org/doc/UNDOC/GEN/G21/
085/70/PDF/G2108570.pdf?OpenElement.

12See Sharifah Sekalala, Stéphanie Dagron, Lisa Forman & Benjamin Mason Meier, Analyzing the Human Rights Impact of
Increased Digital Public Health Surveillance during the COVID-19 Crisis, 22 HEALTH & HUum. RIGHTs 8 (2020). For a different
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spread requires cutting the chain of transmission by preventing physical contact as much as pos-
sible. Classic measures for doing so are isolation'*—for known infections—and quarantine'*—for
suspected infections—both part of the standard public health toolkit and consisting of the physical
separation of a person or groups of persons from others.'> A key question for public law is whether
these measures are adopted against the will of their addressees. In normal circumstances, before
determining whether an individual must be put in isolation or quarantine, it is on the basis of a
factual reconstruction of the chain of transmission.' Yet, in extraordinary circumstances, when
the level of transmission in a community is high, fully reconstructing the chain of contagion
through individualized tracing may no longer be possible.!” In these scenarios, entire populations
may be placed in mandatory quarantines, because presence in public spaces leads to a risk of being
exposed to a disease, and authorities are no longer able to trace each and every individual instance
of exposure and possible contagion.'®

The practice of disease tracking and contact tracing is closely related to epidemiological
practices resembling detective work. The more general epidemiological principles date back
to the investigation conducted by John Snow, a pioneer of modern epidemiology, who con-
ducted a field study on the spread of cholera in London in 1854. His methodology consisted of
visiting the homes of persons known to have been infected with the disease, or having been in
touch with someone who was, trying to trace the cholera transmission chain back to its ori-
gins. He eventually found the source of the outbreak to be a water pump in Broad Street,
London.'” By sanitizing the water pump, cases of cholera began to recede. John Snow’s dis-
covery contributed to validate the Germ Theory of disease transmission.?” Although the pro-
cedure focused exclusively on water and not individuals as the origin of the disease, the
consolidation of the Germ Theory would eventually lead to applying these tenets not only
to waterborne diseases, but also to those directly transmissible between persons. Today, even
though procedures have evolved and become more sophisticated, John Snow’s detective-like
methodology is a core standard in the field of Epidemiology.

Disease surveillance throughout the late nineteenth and early twentieth century witnessed
the entrenchment of John Snow’s work in various ways. Throughout multiple countries, the
recruitment of public health authorities to conduct “manual” disease tracking and contact
tracing consistently increased.”’ The data extracted from these operations could, in turn,
be used for two distinct yet closely related purposes. First, data extracted from surveillance
can be employed for developing a macro view of the existing incidence and prevalence of
a communicable disease. Having an accurate assessment allows authorities to gauge the epi-
demiological scenario at the community level and adopt measures accordingly. Second,

and broader framing of surveillance, see Monica Ingber, Subjects of surveillance: human security and law in the wake of
COVID-19, in GLOBAL PANDEMIC, SECURITY AND HUMAN RIGHTS. COMPARATIVE EXPLORATIONS OF COVID-19 AND THE
Law 134 (Ben Stanford, Steve Foster & Carlos Espaliu eds., 2022).

13See WORLD HEALTH ORG., INTERNATIONAL HEALTH REGULATIONS Art. 1 (3rd ed. 2005) [hereinafter IHR (2005)] (defin-
ing isolation as the “separation of ill or contaminated person . . . from others in such a manner as to prevent the spread of
infection or contamination”).

Md, (“restriction of activities and/or separation from others of suspect persons who are not ill . . . in such a manner as to
prevent the possible spread of infection or contamination”).

>Wendy Parmet & Michael Sinha, The Law and Limits of Quarantine, 382 NEw ENGL. J. MED. E28(1) (2020).

1Don Klinkenberg, Christophe Fraser & Hans Heesterbeek, The Effectiveness of Contact Tracing in Emerging Epidemics, 1
PLoS ONE E 12 (2006).

7WORLD HEALTH ORG., CRITICAL PREPAREDNESS, READINESS AND RESPONSE ACTIONS FOR COVID-19 2 (Interim guidance
May 27, 2021) https://www.who.int/publications/i/item/critical-preparedness-readiness-and-response-actions-for-covid-19.

8Andreas Engels, Infektionsschutzrecht als Gefahrenabwehrrecht?, 11 DIe OFFENTLICHE VERWALTUNG 469 (2014).

YTHEODORE TULCHINSKY, CASE STUDIES IN PUBLIC HEALTH 81-83 (2018).

2Id. at 80.

21Graham Mooney, “A Menace to the Public Health” - Contact Tracing and the Limits of Persuasion, 383 NEw ENGL. J.
MED. 1806 (2020).
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surveillance data extracted from disease tracking and contact tracing procedures can lead to
individualized medical and public health measures, including those curtailing freedom of
movement. Thus, in some cases, data collected through these procedures can be used to
restrict individuals’ human rights.??

Public law doctrine on a state’s “police powers” allow for the restriction of liberties, including
the right to privacy, when the protection of public health is at stake.”® Yet, even with the multiple
technological advancements since John Snow’s landmark investigation of 1854, limitations for
diagnosis in the fields of medicine, and particularly immunology, remain. Such limitations do
not allow for having mathematically exact tools. This explains why, unlike disease tracking where
there is a diagnosis, the use of contact tracing procedures for identifying persons at risk is based on
uncertainty on whether and when a person exposed to a disease will develop symptoms (known as
“onset”) and, in turn, risk transmitting it to others.?*

The procedures described above shed light upon the normative debates in the field of “classic”
disease surveillance. As explained below, the interest on the subject understandably rose with the
emergence of COVID-19. Yet the tradeoff between the protection of public health, on the one
hand, and privacy, on the other hand, has long been discernible.

Il. Existing International Law on Disease Tracking and Contact Tracing: Thin and Malleable

At the international level, the legally binding IHR (2005) only refers to contact tracing procedures as
one amongst a catalogue of health measures that may be recommended by the WHO to face com-
municable diseases.?” These recommendations are, as defined in Article 1 IHR (2005), non-binding for
States Parties. As a result, from a legal perspective it is currently up to national public health authorities
to decide when and how to adopt disease tracking and contact tracing procedures - subject, of course,
to human rights considerations. Beyond the WHO’s non-binding recommendations, there are no
legally binding international norms dealing with how to conduct disease tracking or contact tracing
procedures, let alone on how to use digital procedures therefor.?® Nevertheless, there are emerging
normative debates in the wake of the digitalization of health surveillance.”” Arguments in the following
subsections do not go as far as to identify an incipient creation of new international law rules, but
rather give an overview of the potential direction of these normative concerns.

When the IHR—the core international law instrument on the cross-border spread of disease—
was approved at the World Health Assembly in May 2005, digitalized contact tracing procedures
did not exist. It was sensitive to devise provisions in a flexible manner, in order to accommodate
future innovations. Contact tracing procedures are mentioned in Article 18(1) IHR (2005) as one
amongst the multiple measures the WHO Director-General may recommend both during emer-
gencies and in “ordinary” periods.?® In general, the WHO is not endowed with any legal powers to

22For a lengthier discussion of the problem, see Lorna McGregor, Regulating Digital and AI Technologies: Lessons from the
Digitalisation of Contact Tracing during the COVID-19 Pandemic, 3 YEARBOOK INT’L DISASTER L. 52 (2022).

BSee GOSTIN & WILEY, supra note 8, at 88.

#See Contact Tracing, A DICTIONARY OF EPIDEMIOLOGY (Miguel Porta ed., 6th ed. 2016), https://www.oxfordreference.
com/display/10.1093/acref/9780199976720.001.0001/acref-9780199976720-e-390?rskey=Iu2qfY &result=446.

25Art. 18(1) IHR (2005).

%6See McGregor, supra note 22, at 37.

¥’Others pinpointed some of these normative debates in the early stages of the COVID-19 pandemic, for instance Cattuto &
Spina, supra note 9, at 233-235; for an overview of the novel use of digital tools in the application of public health measures
during the first months of the COVID-19 pandemic, see Dinesh Visva Gunasekeran, Rachel Marjorie Wei Wen Tseng, Yih-
Chung Tham & Tien Yin Wong, Applications of digital health for public health responses to COVID-19: a systematic scoping
review of artificial intelligence, telehealth and related technologies, 4 NP} DIGIT. MED. 40 (2021). For an analytical study of the
use of digital tools in Europe, see Brian Li Han Wong, Laura Maaf3, Alice Vodden, Robin van Kessel, Sebastian Sorbello, Stefan
Buttigieg & Alice Odone, The dawn of digital public health in Europe: Implications for public health policy and practice, 14
LANCET REG. HEALTH EUR. 1 (2022).

28Art. 17 IHR (2005)
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mandate the adoption of any public health procedures, or their modality, in a particular country.
Recommendations certainly do not oblige national authorities in any way. However, the WHO’s
recommendations may become a normative yardstick for assessing national health responses to
disease outbreaks or pandemics.?’ Thus, during the COVID-19 pandemic, the WHO has issued a
number of non-binding guidelines on what the best practices for contact tracing are, including
through the use of digital tools.”® These can provide the initial basis for establishing whether mea-
sures to face a disease are suitable, by confirming prima facie that they are adequate means con-
ducive to the end, namely to mitigate the spread of a disease across the population.*! As posited
below in section C, some boundaries can and, depending on the jurisdiction, should be set on the
use of digital technologies.

The legally non-binding nature of the WHO’s recommendations on disease tracking and
contact tracing ensures that the responsibility for their adoption—or lack thereof—lies with
national authorities. From a public health perspective, and in similar fashion to the principle
of subsidiarity,” it has been posited that local authorities are best located to conduct situa-
tional assessments and determining what the best measures for mitigating the spread of a dis-
ease are in a specific community.’> Nevertheless, leeway should not be understood as carte
blanche. Resorting to public health measures known to be ineffective or failing to adopt those
proven to be effective without sufficient justification, can be a breach of human rights obli-
gations.*® The key challenge is how to clearly ascertain which measures are effective through
an evidence-based scrutiny. So far, there is no known instance of the use of digital tools for
disease tracking or contact tracing as such being deemed illegal by any national court. Nor are
there any claims by the WHO or other international bodies, including those with a human
rights mandate, that these procedures are not suitable. Instead, as argued below, it is not
the what, but the how that makes a difference.

C. Digitalizing Disease Tracking and Contact Tracing in Times of COVID-19: Deepening
Structural Developments in Global Health

The COVID-19 pandemic saw a repeat, writ large, of past tensions between the protection of
public health, on the one hand, and the right to privacy, on the other hand. Owing to the state of
technological development, novel digital tools for disease surveillance proliferated throughout
the crisis. The main justification was based on a public health rationale: in general, “manual”
disease tracking through individualized detective work was unsustainable in a pandemic of such
a widespread magnitude like COVID-19.%° At the same time, contact tracing has been deemed to

ZPreviously argued in Armin von Bogdandy & Pedro A. Villarreal, Die Weltgesundheitsorganisation in der COVID-19
Pandemie. Uber international éffentliche Gewalt in der Krise, 80 ZAORV 293 (2020).

3YWORLD HEALTH ORG., DIGITAL TOOLS FOR COVID-19 CONTACT TRACING. ANNEX: CONTACT TRACING IN THE CONTEXT
OF COVID-19 (June 2, 2020), https://apps.who.int/iris/bitstream/handle/10665/332265/WHO-2019-nCoV-Contact_Tracing-
Tools_Annex-2020.1-eng.pdf?sequence=1&isAllowed=y.

31See MICHAELA HAILBRONNER, TRADITIONS AND TRANSFORMATIONS 117 (2015); ALEC STONE SWEET & JUD MATHEWS,
PROPORTIONALITY BALANCING & CONSTITUTIONAL GOVERNANCE. A COMPARATIVE & GLOBAL APPROACH 36 (2019) (apply-
ing a proportionality analysis to the limitation of rights in accordance with constitutional requirements).

32Isabel Feichtner, Subsidiarity, THE MAX PLANCK ENCYCLOPEDIA OF PUBLIC INTERNATIONAL LAW 652 (Riidiger Wolfrum
ed., 2012).

33WORLD HEALTH ORG., CONSIDERATIONS FOR IMPLEMENTING AND ADJUSTING PUBLIC HEALTH AND SOCIAL MEASURES IN
THE CONTEXT OF COVID-19 1 (Interim guidance, June 14, 2021), https://www.who.int/publications/i/item/considerations-in-
adjusting-public-health-and-social-measures-in-the-context-of-covid-19-interim-guidance.

34See, e.g., Human Rights Committee, General comment No. 36 on article 6: right to life, § 26, U.N. Doc. CCPR/C/GC/36
(2018); Committee on Economic, Social and Cultural Rights, General Comment 14: The Right to the Highest Attainable
Standard of Health (Art. 12), § 16, UN. Doc. E/C.12/2000/4 (2000).

3SWORLD HEALTH ORG., supra note 33, at 1; Simon Munzert, Peter Selb, Anita Gohdes, Lukas Stoetzer & Will Lowe,
Tracking and promoting the usage of a COVID-19 contact tracing app, 5 NATURE HUMAN BEHAVIOUR 247, 251 (2021).
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be essential for mounting an effective public health response to the spread of the SARS-CoV-2
virus causing COVID-19.%® Therefore, when the WHO Director-General declared the spread of
the disease to be a public health emergency of international concern on January 30, 2020,%” he
issued a number of temporary recommendations®® advocating the use of specific measures to
face the then-novel disease.*

The COVID-19 pandemic was not the first known use of digital tools for conducting disease
tracking or contact tracing procedures. For example, a more rudimentary software for tracking the
spread of influenza based on the active upload of disease-related data by its users had been devel-
oped across multiple countries as early as in 2006.%° Later, during the spread of the Ebola virus in
the Democratic Republic of the Congo in 2018, similar software was employed to conduct disease
tracking amongst known cases.*! But none of these efforts came close to matching the scope of
similar software during the COVID-19 pandemic. Furthermore, perhaps owing to the different
means of disease transmission,*? there is so far, no universal health surveillance software capable
of tracking and tracing any and all risks of communicable disease contagion and risk thereof.
Nevertheless, some of these tools may be portable between diseases.*

Across the national responses to COVID-19, digital tools based on the use of tracking software
emerged as a feasible alternative to the “classic” manual surveillance.** An assortment of options
came to the fore. Smartphone apps, for instance, offered the advantage of a constant identification
of proximity with infected persons through the continuous monitoring of users’ location.*> Legal
considerations due to the protection of privacy are at stake, particularly as data collected through
these apps may contain individually identifiable health information,*® and transparency on the
storage and use of the data by authorities may be absent.*’

3¢See Lisa Forman, The Evolution of the Right to Health in the Shadow of COVID-19, HEALTH & HUM. RIGHTS BLOG (April
1, 2020), https://www.hhrjournal.org/2020/04/the-evolution-of-the-right-to-health-in-the-shadow-of-covid-19/.

37WORLD HEALTH ORG., STATEMENT ON THE SECOND MEETING OF THE INTERNATIONAL HEALTH REGULATIONS (2005)
EMERGENCY COMMITTEE REGARDING THE OUTBREAK OF NOVEL CORONAVIRUS (2019-NCoV) (Jan. 30, 2020), https://www.
who.int/news/item/30-01-2020-statement-on-the-second-meeting-of-the-international-health-regulations-(2005)-emergency-
committee-regarding-the-outbreak-of-novel-coronavirus-(2019-ncov).

38See Art. 15 IHR (2005) (the WHO Director-General may issue legally non-binding recommendations for states on which
public health measures to adopt in the face of a specific threat).

39See WORLD HEALTH ORG., supra note 37 (referring to both disease tracking and contact tracing as part of the more general
“active case finding”).

40Carl E. Koppeschaar, Vittoria Colizza, Caroline Guerrisi, Clément Turbelin, Jim Duggan, W. John Edmunds, Charlotte
Kjelso, Ricardo Mexia, Yamir Moreno, Sandro Meloni, Daniela Paolotti, Daniela Perrotta, Edward van Straten, & Ana O.
Franco, Influenzanet: Citizens among 10 countries collaborating to monitor influenza in Europe 3(3) JMIR PuUBLIC
HEALTH SURVEILLANCE €66 (2017); Yulin Hswen, John Brownstein, Jeremiah Liu & Jared Hawkings, Use of a Digital
Health Application for Influenza Surveillance in China 107 AM. J. Pus. HEALTH 1130 (2017).

“'WORLD HEALTH ORG., DIGITAL TOOLS FOR COVID-19 CONTACT TRACING 4 (June 4, 2020, https://www.who.int/
publications/i/item/WHO-2019-nCoV-Contact_Tracing-Tools_Annex-2020.1.

“2Se¢ Transmission of Infection, in A DICTIONARY OF EPIDEMIOLOGY (Miguel Porta ed., 6th ed. 2016), https:/www.
oxfordreference.com/display/10.1093/acref/9780199976720.001.0001/acref-9780199976720-¢-1874?rskey=E2hu30&result=2101.

“*During the COVID-19 pandemic, disease tracking software employed in other events like seasonal influenza showed
some potential for portability. Pandit et al., supra note 5, at 1015.

“TFor a more in-depth explanation, see Michael Veale & Frederik Zuiderveen Borgesius, Adtech and Real-Time Bidding
under European Data Protection Law, 23 GERMAN L. J. 226, 229-30 (2022).

45Because of these considerations, the WHO considers these to be “proximity tracing tools”. See WORLD HEALTH ORG.,
supra note 33, at 4.

4Neslund et al., supra note 8, at 228.

47See COUNCIL OF EUROPE, 2020 DATA PROTECTION REPORT 33 (2020), https://rm.coe.int/prems-120820-gbr-2051-digital-
solutions-to-fight-covid-19-text-a4-web-/16809fe49c.
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The start of COVID-19 community transmission in Germany, for instance, displays the ration-
ale behind resorting to digital disease surveillance. In January, 2020, the first imported cases of
infection with the new SARS-CoV-2 virus in Europe were reported in France.*® In Germany, a first
infection cluster of the virus was detected in the district of Starnberg in the federal state of Bavaria,
particularly within the premises of company after one of its employees had returned from
Wuhan.* After local authorities were privy to the information, they managed to conduct a
prompt and effective contact-tracing.® Persons who had been in contact with known infections
were subjected to mandatory quarantines. The company s activities were temporarily shut down.
These procedures resulted in the initial containment of the disease.

The successful surveillance and response operations in Bavaria bought German authorities pre-
cious time to enhance pandemic preparedness. But ultimately, this did not prevent the disease
from eventually acquiring community transmission. The key shift occurred at the end of
February 2020. At a press conference, the Health Minister of the federal state of North Rhine
- Westphalia informed the public of the spread of the virus.”! In his words, it was no longer pos-
sible to “reconstruct” the chain of transmission for every case through contact tracing. This
prompted the then-Federal Minister of Health of Germany to declare that a national epidemic
was inevitable.”> What followed was the countrywide spread of the virus.

The beginning of community spread of COVID-19 in Germany showcased the technical jus-
tification for the digitalization of disease surveillance through contact tracing. When a commu-
nicable disease acquires generalized community transmission, public authorities may lack the
resources to effectively locate the contacts of infected persons.” “Classic” surveillance through
interviews to reconstruct the chain of transmission was overrun by COVID-19. No health agency
personnel in the planet can cope with conducting detective work to manually reconstruct the
chains of transmission in the face of waves of infection.

Facing this scenario, two novel developments related to contact tracing during the COVID-19 pan-
demic can be identified. First, the mandatory use of these digital tools was entirely unprecedented.”*
Exceptionally, some countries, like South Korea, had enacted legislation following past outbreaks to set
the scene of an app mandate.” But their society-wide deployment did not become a reality until the
COVID-19 pandemic. A global divide unfolded in terms of the chosen models. The choice was directly
dependent on questions of public law. Whether the use of disease tracking and contact tracing apps
was mandatory or not became a decisive factor both in the uptake rates of their use—a key condition
for their effectiveness®*—as well as in the degree of infringement of human rights.

“SEUROPEAN CENTRE FOR DISEASE PREVENTION AND CONTROL, RISK ASSESSMENT: OUTBREAK OF ACUTE RESPIRATORY
SYNDROME ASSOCIATED WITH A NOVEL CORONAVIRUS, CHINA; FIRST CASES IMPORTED IN THE EU/EEA; SECOND UPDATE
(Second update, Jan. 26, 2020), https://www.ecdc.europa.eu/en/publications-data/risk-assessment-outbreak-acute-
respiratory-syndrome-associated-novel-0.

“Robert Koch Institute, Beschreibung des bisherigen Ausbruchsgeschehens mit dem neuartigen Coronavirus SARS-CoV-2 in
Deutschland (Stand: 12 Februar 2020), 7 EPIDEMIOLOGISCHES BULLETIN 3 (2020).

"Merle Bohmer et al, Investigation of a COVID-19 outbreak in Germany resulting from a single travel-associated primary
case: a case series, 20 LANCET INFECTIOUS DISEASES 920, 922-27 (2020).

*Deutsche Presse-Agentur, Fiinf Coronavirus-Félle in NRW: Land will Ausbreitung stoppen, SUDDEUTSCHE ZEITUNG (Feb.
27, 2020), https://www.sueddeutsche.de/gesundheit/krankheiten-duesseldorf-fuenf-coronavirus-faelle-in-nrw-land-will-
ausbreitung-stoppen-dpa.urn-newsml-dpa-com-20090101-200226-99-82498.

52Andreas Wyputta, Ausnahmezustand im Kreis Heinsberg, TAZ ONLINE (Feb. 27, 2020), https://taz.de/Corona-Alarm-in-
NRW/!5667772/.

Alanoca et al., supra note 9, at 10.

>Urs Gasser, Marcello Ienca, James Scheibner, Joanna Sleigh & Effy Vayena, Digital tools against COVID-19: taxonomy,
ethical challenges, and navigation aid, 2 LANCET DIGITAL HEALTH €428 (2020).

35See James O’Connell & Derek O’Keeffe, Contact Tracing for Covid-19 - A Digital Inoculation against Future Pandemics,
385 NEW ENGLAND J. MEDICINE 484, 485 (2021) (discussing legislation passed after outbreaks of Middle East Respiratory
Syndrome (MERS)).

**Munzert et al., supra note 35, at 251; see an opposing view in Cattuto and Spina, supra note 9, at 234.
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So far, there is no record available of national court decisions revoking the deployment of dig-
ital COVID-19 disease tracking and/or contact tracing tools as such, by deeming their use as
essentially unconstitutional or illegal. Instead, known domestic court cases have focused on
the means through which digital disease surveillance has been implemented. Thus, when exam-
ining the constitutionality of a digitalized contact tracing mechanism, the Supreme Court of Israel
considered that it violated the right to privacy not because of the nature of the public health mea-
sure itself, but rather due to the “chosen means.”” The latter consisted concretely of the collection
of by the Israel Security Agency,”® with little to no safeguards for transparency and accountabil-
ity.”® Recognizing the importance of contact tracing for facing a pandemic like COVID-19, the
Supreme Court of Israel held the government should undertake efforts to find less restrictive alter-
natives.®” Similarly, the High Court of Kerala at Ernakulam in India issued an injunction man-
dating the government of Kerala to ensure, first, that COVID-19 surveillance data collected
through a software developed by the company Sprinklr was properly anonymized; and second,
that there is prior consent given by persons from whom such data is extracted.®! In its order,
the Court highlighted the technical necessity of the disease surveillance software used against
the COVID-19 pandemic in the state of Kerala, thus refraining from extending the injunction’s
effects to the use of these public health tools more generally.®?

Second, a salient new feature in the digitalization of disease surveillance through disease
tracking and contact tracing after COVID-19 is the increasingly hybrid public-private nature
of these procedures. In the past, these procedures were conducted exclusively by public
authorities. The delegation of surveillance functions to private bodies is also grounded on
an argument of necessity, and raises multiple normative questions of its own.®® The increased
degree of participation of private actors in the creation and implementation of digital disease
tracking and contact tracing tools echoes debates on the participation of private for-profit
actors in the performance of activities deemed to be public in nature.®* Before the
COVID-19 pandemic, the field of global health had already experienced a rising “private turn”
through the proliferation of all sorts of actors with their own resources and interests.®> While
numerous healthcare systems had a mix of public-private elements previous to the pan-
demic,% the field of surveillance through disease tracking and contact tracing had been mostly
limited to the public sphere. Thus, public health authorities were the only ones authorized to
conduct active disease tracking and contact tracing, which could then lead to the imposition of
mandatory isolations and quarantines. The shift towards an increased involvement by private
actors in disease surveillance for pandemic response warrants closer examination and legal
scrutiny in countries where it has occurred.

7HCJ2109/20 Ben Meir et al v. Prime Minister 4 38 (Apr. 26, 2020) (Isr.).,

5The Israeli Supreme Court also found that the authorization given to the Israel Security Agency to conduct disease sur-
veillance needed a statutory basis. Thus, after the original ruling was decided, the Knesset issued special legislation providing
the corresponding legal basis. For more, see RUTH LEVUSH, ISRAEL: REGULATION OF COVID-19 DIGITAL CONTACT TRACING
(2020).

See Ben Meir v. Prime Minister, COLUM. UNIV. GLOB. FREEDOM EXPRESSION https://globalfreedomofexpression.columbia.
edu/cases/ben-meir-v-prime-minister/ (last visited Mar. 11, 2023).

%0See Ben Meir, supra note 57, at €4 39-42.

6lGopalakrishnan v. State of Kerala, 84 of 2020 decided on Apr. 24, 2020 (HC Kerala), § 24.

2Gopalakrishnan, supra note 61, at €4 21-22.

%See, e.g., Michael Veale, Sovereignty, privacy and contact tracing protocols, in DATA JUSTICE AND COVID-19: GLOBAL
PERSPECTIVES 34, 37-39 (Linnet Taylor, Gargi Sharma, Aaron Martin & Shazade Jameson eds., 2020).

%Human Rights Council, supra note 11, at 10, 17-19.

%Owain David Williams & Simon Rushton, Private Actors in Global Health Governance, in PARTNERSHIPS AND
FOUNDATIONS IN GLOBAL HEALTH GOVERNANCE 1, 2 (Simon Rushton & Owain David Williams eds., 2011).

%See, e.g., Teresa Scassa, Pandemic Innovation: The Private Sector and the Development of Contact-Tracing and Exposure
Notification Apps, 6 Bus. & Hum. RTs. J. 352 (2021).
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Besides the WHO’s guidelines on the matter, a number of policy studies have aimed to identify
best practices in the use of digital tools for disease tracking and contact tracing.%” Arguably, the use
of these tools allows for a more efficient use of resources and yields more accurate results on con-
tagion with a disease, and the risk thereof. The hindrances of “classic” manual disease surveillance
were visible even before COVID-19. Furthermore, allocating higher numbers of contact tracing
personnel in “ordinary” periods in preparation for a devastating pandemic was deemed to be eco-
nomically unsustainable.® But ultimately, the use of digital tools for health surveillance is not
technically infallible either. Disease tracking software and contact tracing apps may lead to a
flawed collection of data, particularly as the algorithms used to configure them can reflect pro-
grammers’ biases.®” Relying upon heightened accuracy as a normative argument can only go so
far, especially if and when there is a legal mandate imposed on the inhabitants of a country.

It remains to be seen whether disease surveillance through digital tools will be normalized in
pandemic preparedness and response.”’ There does not seem to be a full-blown displacement of
traditional methods of disease tracking and contact tracing. To the contrary, several countries saw
digital disease-tracking tools coexist with “classic” disease surveillance based on detective work.
The latter was taken, for example, through mandatory written forms when entering certain busi-
nesses, who were then obliged to transmit the information to authorities in case an infection in a
venue was reported at a particular time.”! Simultaneously, there were digital equivalents to written
forms when visiting particular places. Devoted software allowed persons to log in whenever s/he is
present at a determinate venue. Persons could then log off after they left the venue.”? This varia-
tion reduced the intensity of tracing by limiting it to instances where persons where present in
particular places, although at the expense of a reduced effectiveness because it focused tracing to
those spaces only.

Recent events point towards a sporadic resurgence of manual disease surveillance. In the multi-
country spread of mpox (formerly known as monkeypox), active at the moment of writing, the
“classic” means of disease tracking and contact tracing were deployed.”®> As explained previously,
no devoted software for this disease was available at the onset of its multinational spread. On July
23,2022, the WHO Director-General determined the spread of mpox to be a public health emer-
gency of international concern.”* Among the recommendations issued under the IHR (2005), both
“case detection”—disease tracking—as well as contact tracing were fostered as part of an effective
response.”” This development confirms the viability of these public health tools even beyond
COVID-19 and in the absence of digital alternatives.

See, e.g., COUNCIL OF EUROPE, supra note 47.

%Mooney, supra note 21, at 1807-08.

%Lisa Lu, Alexis D’Agostino, Sarah Rudman, Derek Ouyang & Daniel Ho, Designing Accountable Health Care Algorithms:
Lessons from Covid-19 Contact Tracing, 3 NEJM CATALYST (2022), https://catalyst.nejm.org/doi/pdf/10.1056/CAT.21.0382.

"McGregor, supra note 22, at 55-56.

7ICouNciIL OF EUROPE, supra note 47, at 11.

72See, e.g., Eric Beres, Judith Brosel & Kai Laufen, Hat die Luca-App noch eine Zukunft?, TAGESSCHAU (Jan. 14, 2022) (dis-
cussing the so-called “Luca-App” in Germany), https://www.tagesschau.de/inland/gesellschaft/luca-app-119.html.

PWORLD HEALTH ORG., MULTI-COUNTRY MONKEYPOX OUTBREAK: SITUATION UPDATE (2022), https://www.who.int/
emergencies/disease-outbreak-news/item/2022-DON396.

74WORLD HEALTH ORG., SECOND MEETING OF THE INTERNATIONAL HEALTH REGULATIONS (2005) (IHR) EMERGENCY
COMMITTEE REGARDING THE MULTI-COUNTRY OUTBREAK OF MONKEYPOX (July 23, 2022), https://www.who.int/news/item/
23-07-2022-second-meeting-of-the-international-health-regulations-(2005)-(ihr)-emergency-committee-regarding-the-
multi-country-outbreak-of-monkeypox.

7Id. See also WORLD HEALTH ORG., SURVEILLANCE, CASE INVESTIGATION AND CONTACT TRACING FOR MPOX (MONKEYPOX)
Interim Guidance (December 22, 2022) at 9.
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D. International Health Law and the Future of Digitalized Disease Surveillance

Whereas the public health necessity of digital tools for disease surveillance has been described in
the preceding section, a number of normative concerns on the use of these tools remain unsettled.
In particular, the role of private actors gives way to questions of how far they should be involved in
matters of public health previously within the exclusive remit of authorities. Perhaps it is under-
standable: Private companies do not represent any constituency and are generally not accountable
to the public at large. Nevertheless, the status quo across the world is that a considerable extent of
public health services, even those that are publicly funded, are directly provided by private or
hybrid public-private actors.”® This fact partly explains why leading health policy studies do
not consider private actor involvement in disease surveillance as problematic per se.”” The prob-
lem lies in the possible absence of proper safeguards to ensure that the implementation of digital
disease surveillance procedures by private actors is made in conformity with transparency and
accountability requirements.”®

Societal contexts make all the difference in the legality of digital disease surveillance. There are stark
contrasts worldwide on how healthcare and legal systems incorporate them. Technical guidance issued
by the WHO on public health measures adopted at a community level to face COVID-19” empha-
sized how, in specific aspects of pandemic response, there is simply no “one size fits all”.** Measures
that are, first, feasible and, second, acceptable in one community may not be so in another one. By
extrapolating such insights to the use of digital tools in disease tracking and contact tracing, we can
classify these two considerations of feasibility and acceptability as consisting of two global divides: a
digital and a normative one. In terms of the global digital divide, the digitalization of disease tracing
across the population is directly dependent on the technological infrastructure of the country at
hand.®! It is unreasonable to expect countries where there is a low capacity for digital technology
to fully deploy these tools when facing pandemics.** Furthermore, there is still no visible consensus
on whether disease tracking and contact tracing through digital tools are a necessary component of
pandemic responses. Unlike efforts to tackle the more general global digital divide, it remains unclear
whether the international community should proactively ensure that digital tools for disease surveil-
lance are made available in countries with a lower-income population.

As for the global normative divide regarding which public health measures are acceptable, dif-
ferent societal values may entail the need to tailor measures to diverging contexts. Whether con-
tact tracing procedures are adopted in a constitutional regime based on a model of liberal
democracy or in more authoritarian settings can and should also affect which measures are
employed during pandemics, and how.®® This is both a matter of public health rationale, as well

76See Alceste Santuari & William Sage, Paradigms of Healthcare Systems, Law, and Regulation: A Transatlantic
Conversation, in THE OXFORD HANDBOOK OF COMPARATIVE HEALTH LAw 19 (David Orentlicher & Tamara Hervey eds.,
2021) (discussing five different models for the provision of healthcare services).

77Kara Hanson et al., Lancet Global Health Commission on Financing Primary Health Care: Putting People at the Centre, 10
LANCET GLOB. HEALTH 8 (2022).

78See Ben Meir, supra, note 57. (addressing the issue with limited transparency and accountability concerns regarding a
public institution, the Israel Security Agency). The same rationale could be directly applicable in cases where private actors
partake in disease surveillance activities.

In the epidemiological literature, public health measures (“interventions”) implemented at community level are distin-
guished from clinical ones, which are always individual in nature. Both are intertwined in so far as the imposition of the first
often goes through the second. See Lucie Rychetnik, Michael Frommer, Penny Hawe & Alan Shiell, Criteria for evaluating
evidence on public health interventions, 56 J. EPIDEMIOLOGY & CMTY. HEALTH 119 (2002).

89WORLD HEALTH ORG., supra note 33, at 1.

81Alex Akinbi, Mark Forshaw & Victoria Blinkhorn, Contact tracing apps for the COVID-19 pandemic: a systematic liter-
ature review of challenges and future directions for neo-liberal societies, 9 HEALTH INFO. ScI. & Sys. 9 (2021).

82See Pandit et al., supra note 5, at 1020 (underscoring the relationship between global digital inequities and the effective-
ness of contact tracing apps).

83See Sheena Chestnut Greitens, Surveillance, Security, and Liberal Democracy in the Post-COVID World, 74 INT’L ORG.
E183 (2020).
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as a recognition of the current status quo under international law. The multilateral community of
states welcomes not just liberal democracies, but also regimes with varying levels of authoritari-
anism.** In the burgeoning research on the subject, no strong causal relation has been identified
between how public health measures are adjusted to either more liberal or more authoritarian legal
systems, on the one hand, and their effectiveness in mitigating the spread of a disease, on the other
hand.®

The growing role played by private actors in digital disease surveillance activities sheds light
upon prevailing structural features of healthcare systems. It is the outcome of a decades-long trend
regarding shifting sources of funding for the provision of medical and public health services and
products.®® The limited public financing of health care systems all across the world renders build-
ing a fully public digital disease surveillance system illusory in the short term.*” Yet, beyond this
justification, the shift from the public to the private sector for conducting disease tracking carries
its own set of normative pitfalls.® Concerns abound regarding the extent to which private actors
use the data collected through disease surveillance exclusively for the originally intended purposes,
a matter made worse by how oversight gaps are reported in multiple jurisdictions®**—the latter
also being at stake in the case of both public and private actors, as scrutinized in the judgment
of the Supreme Court of Israel presented above.*

The booming literature after COVID-19 on the digitalization of disease surveillance has under-
scored some of the abovementioned normative pitfalls.”! Nevertheless, a look back into “classic”
modes of disease surveillance sheds light upon recurring debates which are not exclusive to the digi-
talization process. Several normative concerns were present already in manual disease tracking and
contact tracing procedures, particularly when they were implemented through an exercise of police
powers by public health authorities.”* Consequently, during the COVID-19 pandemic, contact trac-
ing conducted without the use of digital tools raised similar normative questions discussed herein.

In any case, in comparison to “classic” disease surveillance, digitalization brought about a
change in the degree of intrusiveness in persons’ lives. Through manual detective work, public
authorities had access mostly to information strictly related to the spread of a communicable dis-
ease. Persons interviewed or questioned about their whereabouts usually reported information
only to the extent they considered it relevant for detecting contacts with infected persons. By con-
trast, digital tools may consist of constant processes of tracing the movement of persons, while
registering activities not strictly speaking related to the spread of the disease in question. Thus, the
use of digital tools may lead to a deeper and unwarranted look into a person’s privacy. A prob-
lematic aspect of this development is how data may be used for purposes other than public health.
When information on the location and activities of persons is used in contexts different than those
for which it was collected, there may be instances of abuse of authority. These, however, have not
pointed so far towards any conclusive argument on whether such digital tools ought to be used or

84See Tom Ginsburg, Authoritarian International Law, 114 AJIL 223 (2020).

85See COVID-19 National Preparedness Collaborators, Pandemic preparedness and COVID-19: an exploratory analysis of
infection and fatality rates, and contextual factors associated with preparedness in 177 countries, from Jan. 1, 2020, to Sept. 30,
2021, 399 LANCET 1489 (2022) (discussing how multiple variables must be taken into account).

86See Esteban Ortiz-Ospina & Max Roser, Financing Healthcare, OUR WORLD IN DATA (2017) (addressing longer-term
perspectives on healthcare spending), https://ourworldindata.org/financing-healthcare.

87WORLD HEALTH ORG., GLOBAL HEALTH EXPENDITURE DATABASE (2022) (according to global data up to 2019, in 84 out of
188 surveyed countries less than 50% of total expenditure on health derives from governmental i.e. public expenditure),
https://apps.who.int/nha/database/ViewData/Indicators/en.

8See Sekalala et al, supra note 12, at 14-16.

8Renate Klar & Dirk Lanzerath, The ethics of COVID-19 tracking apps - challenges and voluntariness, 16 RsCH. ETHICS 2
(2020); Michael Parker, Christophe Fraser, Lucie Abeler-Dérner & David Bonsall, Ethics of instantaneous contact tracing using
mobile phone apps in the control of the COVID-19 pandemic, 46 ]. MED. ETHICS 427 (2020); Alanoca et al,, supra note 9, at 15-17.

9See Ben Meir, supra note 57.

91See generally McGregor, supra note 22.

9See, e.g., GOSTIN & WILEY, supra note 8.
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not, let alone to any regulation at the international level.”® Additionally, from a technical perspec-
tive, the degree of intrusiveness of digital tools for disease surveillance can be adjusted. According
to some commentators, technologies like “blockchain” can help improve privacy considerations.”*
But these claims require further research before being accepted.

Then, there is the question of the public’s trust in how public authorities, let alone private data
service providers, will use information gathered through disease surveillance. The assumptions of
individuals living in liberal constitutional democracies is that their relationships with authorities
will be based on the respect for human rights and fundamental freedoms, privacy being amongst
them. An example from Germany, once again, underscores some of the normative pitfalls of par-
ticular concern for liberal democracies. In early 2022, police officials used information gathered
through the contact registration app to try to solve a criminal case.” It was later clarified that the
procedure was irregular and it would be halted immediately.”® But the damage to public trust in
the system on the basis of liberal-democratic principles was done. Furthermore, in the case of data
being stored by private providers, the need for ensuring its proper handling becomes even more
pressing as the means to foster transparency and accountability may not be as immediate. The
need for private companies to guarantee proper use and storage of personal data stemming from
COVID-19 surveillance was the background of the injunction issued by the High Court in Kerala,
India, as explained in a preceding section.””

The normative pitfalls explained above are not necessarily insurmountable. The problem seems
to lie not in the use of digital tools to improve public health procedures, but rather in the features
of their implementation.”® There are some means to mitigate the misuse of data. Thus, for
instance, legislative bodies can hold authorities from the executiveaccountable —in the particular
case, whatever Ministry, Department or Secretariat is tasked with collecting data or monitoring
such a process.” Likewise, it is an understatement to affirm that the misuse of data by public
authorities is far from being a phenomenon limited to disease surveillance.'” As advocated else-
where, there is a need for enhanced public deliberation and scrutiny of the normative pitfalls in the
use of digital tools for disease tracking and contact tracing.!”" The open question is whether these
matters can be tackled at all at the international level.

Last, but certainly not least, if the argument of public health necessity is explored further, a
global divide is emerging between those countries that can afford digital tools for disease surveil-
lance and those that cannot. Countries where prevailing healthcare infrastructure and individual
purchasing power does not allow for society-wide usage of digital disease surveillance tools risk
being left behind. Lopsided capacities make the prospects of international norms in the field wish-
ful thinking. At most, there may be “coalitions of the willing”,'> where groupings of like-minded
governments may reach agreements on common frameworks for regulating the use of digital tech-
nologies in disease tracking and contact tracing procedures, whilst leaving other countries out of
the framework. Bilateral or regional agreements will remain necessary when these public health
procedures involve a cross-border dimension. A notable instance is the European Union, where

9SMcGregor, supra note 22, at 68-69.

94James O’Connell et al, Best Practice Guidance for Digital Contact Tracing Apps: A Cross-disciplinary Review of the
Literature, 9 JMIR MHEALTH UHEALTH €27753 (2021).

9SGerman police under fire for misuse of COVID contact tracing app, DW (11 January 2022), https://www.dw.com/en/
german-police-under-fire-for-misuse-of-covid-contact-tracing-app/a-60393597.

%1d.

9’ Gopalakrishnan, supra note 61.

%Katie Hogan, Briana Macedo, Venkata Macha, Arko Barman & Xiaoqian Jiang, Contact Tracing Apps: Lessons Learned on
Privacy, Autonomy, and the Need for Detailed and Thoughtful Implementation, 9 JMIR MED. INFORMATICS €27449 (2021).

%The precise authority responsible for the collection and proper management of data varies from country to country.

100See, e.g., Christian Schaller, Strategic Surveillance and Extraterritorial Basic Rights Protection: German Intelligence Law
after Snowden, 19 GERMAN L.J. 942 (2018) (discussing the surreptitious transfer of data collected by intelligence agencies).

WIMcGregor, supra note 22, at 70.

102A1 EJANDRO RODILES, COALITIONS OF THE WILLING AND INTERNATIONAL Law 38-39 (2018).
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common rules on data protection and their balancing with individual liberties has led to an
increasingly sophisticated regulatory space.'®® But, beyond these regional exceptions, there is
no equivalent at the multilateral level. Instead, during the COVID-19 pandemic, it was up to every
country or region to develop its own contact tracing software and the criteria that should apply to
their use.

E. Conclusions: Keeping Digitalized Disease Surveillance on the Margins of
International Law

The COVID-19 pandemic was by no means the first event where authorities exercised their police
powers for conducting disease tracking and contact tracing. It was not the first known use of dig-
ital tools for those public health procedures either. Yet, in view of the combination of both,
COVID-19 did mark a breaking point with the past. Novel normative questions on how police
powers are exercised in the area of mass disease surveillance emerged. The extent of responses to
these questions will define the range of policy options to come.

Digital tools for disease surveillance are only as effective as the national context allows them to
be. While technological progress enables gathering data through digital means, what happens with
that data afterwards remains crucial for settling questions of legality. It is unclear how such ques-
tions could be addressed internationally instead of domestically. Given the stark contrast in soci-
etal values related to restrictions on privacy,'® only domestic or regional bodies have the political
standing to weigh what their societies are willing to withstand.

As the COVID-19 pandemic gradually recedes, authorities across multiple countries have
begun phasing out the use of digital tools for disease surveillance. Fears about a more permanent
individualized disease tracking and contact tracing have, so far, proven to be exaggerated. Yet the
after-effects of using digital tools may not be fully visible for the time being. This raises the ques-
tion of to what extent the pervasive use of digital tools in disease surveillance will be a one-off
situation. Experience gathered during the COVID-19 pandemic may be a catalyst for future
normative debates on the specific subject at the international level, independently of whether
new binding rules on the subject are enacted.

In the wake of COVID-19, the international community is at a legal juncture on how to set
rules for facing future health threats of that kind. The possibility to devise new international
norms in the field opens the possibility of holding normative debates on the use of health sur-
veillance tools across countries. Recent developments, however, point towards the opposite direc-
tion. Thus, at the moment of writing, both a new convention on pandemic prevention,
preparedness and response—a “pandemic treaty”—and amendments to the IHR (2005), are being
considered at the WHO. Whether the possible norms resulting from these processes will address
multiple normative considerations related to disease tracking and contact tracing remains to be
seen— even if there are some indications of where things might be headed.

An Intergovernmental Negotiating Body at the WHO has produced a zero draft on the basis of
input by governmental representatives, civil society and experts.'”> Of note is how the text of the
zero draft enshrines the sovereign right of states to determine which public health measures will be
adopted in response to a pandemic.'% The provisions, as they currently stand, seem to confirm the
aforementioned premise that there is no “one size fits all” approach towards public health mea-
sures against pandemics. If all, of even some of the wording on sovereignty in the current draft text

103Veale & Zuiderveen Borgesius, supra note 44, at 233-43.

1047 similar observation has been made by Russell Miller, Introduction, in PRIVACY AND POWER: A TRANSATLANTIC
DIALOGUE IN THE SHADOW OF THE NSA-AFFAIR 3 (Russell Miller ed., 2017).

105WoRLD HEALTH ORG., Zero draft of the WHO CA+ for the consideration of the Intergovernmental Negotiating Body at its
Fourth Meeting, , UN. Doc. A/INB/4/3 (Feb. 1, 2023), https://apps.who.int/gb/inb/pdf_files/inb4/A_INB4_3-en.pdf.

1674, at Art. 4 (10).
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of a pandemic treaty at the WHO is enshrined as a legally binding instrument,'%” states would
maintain their leeway to adopt the specific measures they deem most appropriate for their con-
texts. This would clearly encompass the distinct modalities of digital disease surveillance described
in this article.

Moreover, in the ongoing process for amending the IHR (2005), the European Union has put
forward a proposal to allow the WHO—namely, its World Health Assembly—to develop binding
standards on the international use of digital health documents.!”® These standards would deter-
mine how the interoperability of digital certificates of vaccination or prophylaxis for specific dis-
eases could work, rendering them usable across multiple technological platforms. In theory, this
could allow the World Health Assembly to, among other things, enshrine data protection require-
ments as a condition for accepting digital health certificates when entering a country.'”
Nevertheless, even if this amendment were to be approved, the international regulation of digital
health certificates under the IHR (2005) would, first, be for the purposes of demonstrating vac-
cination and prophylaxis, and not surveillance more generally; and, second, be focused on
international travel, and not on strictly-speaking domestic settings. And ultimately, the
European Union’s proposal addresses neither the digital nor the normative divide, as it overlooks
diverging capacities and societal viewpoints between countries on the use of digital health
certificates.

In sum, the global normative divide on privacy issues related to digital disease surveillance is not
envisaged to be settled within the so-far limited scope of both a future pandemic treaty and poten-
tial amendments to the ITHR (2005). Instead, there might be avenues for settling that divide at the
national or regional levels namely in judicial and quasi-judicial human rights bodies. It would
perhaps be a more sensible development, considering the prevailing diversity of societal views
on what degree of intrusion in privacy by public health authorities ought to be legally allowed.
Nevertheless, that would lead to a fragmented global regulatory landscape where wildly diverging
standards on the subject will prevail. Yet, for multiple reasons, a global “one size fits all” regulatory
approach towards the digitalization of disease tracking and contact tracing is likely to remain a
chimera in the near future.
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