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Abstract
The European Court of Human Rights has often been criticized for lacking clarity and consistency in its
reasoning of balancing human rights against conflicting public interests. To reconcile national security
with human rights protection, the Court requires the interference with rights to be suitable for reaching
the objective purported by the government. In this article I deal with how the Court conducts the suit-
ability test in national security cases, in line with two models under which a few representative test
considerations can be categorized: human rights priority model and national security priority model.
To explain how each model works in a comparable sense, I follow the same analytic structure and
examine the manner of the Court’s test and the intensity of its scrutiny. I argue that in compliance with
the two models, the Court applies the suitability test in a consistent and predictable way in national
security case law.
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1. Introduction
Suitability is one of three tests that has evolved in judicial interpretations of the principle of
proportionality,1 which is often applied to examine whether or not the government’s interference
with human rights can be concluded as justifiable. It requires government measures to be proven
suitable to achieve the intended goal.2 The principle is derived from the case law of the German
Federal Constitutional Court,3 which has later been introduced into international human rights
regime.4 The European Court of Human Rights (hereinafter the Court), though not strictly
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1The other two tests are the necessity test, and the proportionality in the narrow sense. See J. Christoffersen, Fair Balance:
Proportionality, Subsidiarity and Primarity in the European Convention on Human Rights (2009), 69–70. J. Z. Fan, ‘Rethinking
the Method and Function of Proportionality Test in the European Court of Human Rights’, (2016) 15 Journal of Human
Rights 47, at 50–1.

2See S. Tsakyrakis, ‘Proportionality: An Assault on Human Rights?’, (2009) 7 International Journal of Constitutional Law
468, at 474.

3See Y. Arai-Takahashi, ‘Proportionality – A German Approach’, (1999) 19 Amicus Curiae 11.
4See E. Brems and L. Lavrysen, ‘“Don’t Use a Sledgehammer to Crack a Nut”: Less Restrictive Means in the Case Law of the

European Court of Human Rights’, (2015) 15 Human Rights Law Review 139, at 141.

Leiden Journal of International Law (2023), 36, 295–312
doi:10.1017/S0922156522000735

https://doi.org/10.1017/S0922156522000735 Published online by Cambridge University Press

mailto:c.jing@uu.nl
https://doi.org/10.1017/S0922156522000735
https://doi.org/10.1017/S0922156522000735


following the orthodox structure of analysis developed by German case law,5 has undoubtedly
embraced the suitability test in its own decision-making process.6

Is national security the Achilles’ heel of the discourse on human rights protections? Facing
practical needs and political pressure in recent decades, government authorities are reviewing
norms, policies, and instruments as they attempt to strike a balance between national security
and human rights. As the human rights watchdog, the Court has reviewed a number of disputes
arising from the government’s national security actions that are allegedly in conflict with its
human rights obligations. These cases have been filed under the ‘qualified rights’ category of
the European Convention on Human Rights (ECHR),7 and occasionally, under its ‘limited rights’
category.8 Although the Court barely uses the term ‘suitability’ in its judgment, the effectiveness of
government measures in reaching its declared goals has been a main element to be reviewed by the
Court. For instance, in Big Brother Watch and Others v. the United Kingdom, the Court first
acknowledged that ‘operating a bulk interception regime’ served the aim of ‘identifying hitherto
unknown threats to national security’, especially in the context that advancements in technology
have made it easier for terrorists and criminals to evade detection on the Internet, and electronic
communications are transmitted via unpredictable routes.9

Notwithstanding that the suitability test is not an established research subject on its own, there
is much insight from scholarly attempts to shed light on how Strasbourg organs have applied the
principle of proportionality.10 One sort of attempts comprehensively looks into how proportion-
ality principle is applied in case law under ‘qualified rights’ category.11 The other sort is subject-
specific and focused on the scope and conditions for government’s interference in certain rights.12

The existing literature, however, does not address sufficiently the topic of national security,
let alone any research finding about the review pattern depicted by the Court. Scholars often attri-
bute the Court’s features of review to the doctrine of margin of appreciation, but their study has
not deduced what does wide or narrow margin of appreciation mean specifically in case law. I will
develop this argument in the next section. In practice, the Court applies general standards which
have been established in its case law when it is confronted with the same issue again.13 There are
arguably patterns when the Court reviews national security cases. In this light, I intend to find out
the patterns by detailing how the margin of appreciation is unfolded in national security cases.

The main question explored in this article is how the Court applies suitability test in reaching
its conclusion in national security cases. I unfold my analysis in three main parts. In the first part
(Section 2), I indicate the limitations of using the doctrine of ‘margin of appreciation’ for clarifying

5See J. Gerards, ‘How to Improve the Necessity Test of the European Court of Human Rights’, (2013) 11 International
Journal of Constitutional Law 466–90, at 468.

6See T. Harbo, The Function of Proportionality Analysis in European Law (2015), at 72.
7Qualified rights refer to those rights that require a balance between the rights of the individual and other interests. With

regard to this research, it includes mainly Arts. 8, 10, 11, and Art. 2 of Protocol No. 4. See Council of Europe, ‘Some
Definitions’, available at www.coe.int/en/web/echr-toolkit/definitions.

8Limited rights refer to those rights that can be limited under specific and finite circumstances. In this article, it involves
mainly Arts. 5(1c), 5(2), 5(3), 5(4), 6(1), and 6(3). See A. Evans and I. McIver, ‘The European Convention on Human Rights in
the United Kingdom’, (2015) Scottish Parliament Information Centre, at 5, available at archive2021.parliament.scot/
ResearchBriefingsAndFactsheets/S4/SB_15-59_The_European_Convention_on_Human_Rights_in_the_United_Kingdom.pdf.

9See Big Brother Watch and Others v. the United Kingdom, Judgment of 13 September 2018, [2018] ECHR, at 314.
10The research includes Y. Arai-Takahashi, The Margin of Appreciation Doctrine and the Principle of Proportionality in the

Jurisprudence of the ECHR (2002). See Christoffersen, supra note 1; Harbo, supra note 6; Gerards, supra note 5.
11See Harris et al.,Harris, O’Boyle, andWarbrick: Law of the European Convention on Human Rights (2014), at 510–20. Van

Dijk et al. (eds.), Theory and Practice of the European Convention on Human Rights (2006), at 333–50.
12The research includes P. De Hert, ‘Balancing Security and Liberty within the European Human Rights Framework.

A Critical Reading of the Court’s Case Law in the Light of Surveillance and Criminal Law Enforcement Strategies after
9/11’, (2005) 1 Utrecht Law Review 68; A. Buyse, ‘Dangerous Expressions: The ECHR, Violence and Free Speech’, (2014)
63 International & Comparative Law Quarterly 491.

13See J. Gerards and J. Fleuren (eds.), Implementation of the European Convention on Human Rights and of the Judgments of
the ECtHR in National Case-law: A Comparative Analysis (2014), 21–3.
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the Court’s decision-making patterns. By taking national security case law for example, I argue
that the doctrine needs to be specified in a normative sense in order to provide a more precise
picture of the Court’s decision-making patterns. In the second part (Sections 3 and 4), I find that
the Court checks the suitability of government’s interference with a clear preferential framing.
In my reading, the Court applies different norms which demonstrate some identifiable tendency
for prioritizing the protection of national security over that of human rights, or the other way
around. According to where this tendency is heading, I propose two models from a broad cate-
gorical perspective and compare the norms adopted by the Court in each model. In the third part
(Section 5), by taking a case-specific approach, I focus on how the Court mitigates the preferential
norms in line with the model being applied, in so far as it is required by the concrete circumstances
of a case. I also identify circumstances under which the government’s interference has been held
not surviving the suitability test. For this contribution, I aim to provide a paradigm through which
the Court’s review of the suitability in national security cases can be assessed in a relatively
coherent manner. By locating the consistencies and portraying the patterns, it helps to increase
the predictability of the Court’s decisions on national security issues, guiding state parties to
comply with the Convention.

Given the considerable amount of case law of the Court, I limit the research scope to the merits
of the judgments of Chamber and Grant Chamber,14 under the qualified rights of Articles 8, 10,
and 11 and Article 2 of Protocol No. 4, as well as the limited rights of Articles 5 and 6. Data
collected for this research can be categorized into two groups: the first group contains recent case
judgments that are made after 1 December 2013.15 The data on cases concerning qualified rights
was collected by searching the HUDOC database through setting its ‘keywords’ filter, sorted by
date.16 The data on cases on limited rights was collected mostly by using the snowball method.17

The second group of collected data consists of cases having a significant impact on the subsequent
cases. They were collected on the basis of the existing literature,18 and the Court’s case law cita-
tions, those which were taken note of when reading the first group of cases.

2. Margin of appreciation: A practical solution to identify decision-making patterns?
The Strasbourg organs have been accused of inconsistency in their judgments. The doctrine of
margin of appreciation is often quoted by scholars to explain why the Court conducts its reviews
of the proportionality principle in different manners, who aim to illustrate the underlying consis-
tence of the Court’s decisions. The margin of appreciation refers to ‘the latitude a government

14Other types of document collections, such as decisions given by the former European Commission on Human Rights, are
included when the literature or snowball method led me in that direction.

15See European Court of Human Rights (ECtHR), HUDOC Database, available at www.echr.coe.int/Pages/home.aspx?p=
caselaw/HUDOC&c=#n1355308343285_pointer. The reason for choosing the cases after November 2013, is to avoid dupli-
cation of the work done by the ECtHR’s Research Division in its national security case law report in November 2013. See
Research Division of the European Court of Human Rights, ‘National Security and European Case-Law’, November 2013,
ECtHR, available at rm.coe.int/168067d214.

16The ‘keywords’ of Art. 8 include ‘national security’ and ‘economic well-being of the country’, those of Art. 10 include
‘national security’ and ‘territorial integrity’, Art. 11 ‘national security’, and Art. 2 of Protocol No. 4 ‘national security’.

17Among others, the cases were collected on the basis of the ‘Case Law Guides’ and ‘Factsheets’. These documents are
published by the ECtHR, and are updated constantly. As of 1 October 2020, the ‘Case-law Guide’ on Arts. 5 and 6 (criminal
limb) was updated on 31 August 2020, and the ‘Factsheets’ on Terrorism were updated in September 2020. See European
Court of Human Rights, ‘Guide on Article 5 of the European Convention on Human Rights: Right to Liberty and
Security’, 31 August 2020, ECtHR, available at www.echr.coe.int/Documents/Guide_Art_5_ENG.pdf; European Court of
Human Rights, ‘Guide on Article 6 of the European Convention on Human Rights: Right to a Fair Trial (Criminal
Limb)’, 31 August 2020, ECtHR, available at www.echr.coe.int/Documents/Guide_Art_6_criminal_ENG.pdf; Press Unit of
the European Court of Human Rights, ‘Terrorism and the European Convention on Human Rights’, September 2020,
ECtHR, available at www.echr.coe.int/Documents/FS_Terrorism_ENG.pdf.

18For example, see Van Dijk et al., supra note 11; Harris et al., supra note 11; Fan, supra note 1.
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enjoys in evaluating factual situations and in applying the provisions enumerated in international
human rights treaties’.19 The Court applies the doctrine in a way that justifies its scrutiny to be
either close or superficial, reflecting in the discretion enjoyed by the government.20 In a general
sense, a right embedded with essential elements for democratic society often induces the Court to
proceed a close scrutiny.21 In this context, the Court regards democracy and democratic society as
values and purpose to be sticked to by government authorities, which grant a greater importance
to the rights closely related to it. It also corresponds to the requirement provided by the
Convention that any restriction on rights needs to be proved necessary ‘in a democratic society’.22

When a case concerns national security matters, it undergoes a deferential review by the Court.23

The Court is demonstrating deference to the states, as it contends that the respondent government
is more equipped to make the assessment. But the deference does not become obsequious.
A European consensus and common practice of states are among the arguments used by the
Court to prevent the Convention from falling into cultural relativism.

Two major problems stem from attempts that solely adopt the margin of appreciation doctrine
to make sense of the decision-making pattern of the Court in reviewing suitability in national
security cases. The first problem results from a contradiction in the doctrine itself, i.e., the nature
of the rights involved and the subject-matter of the case. The doctrine does not stipulate that either
a deferential review or a close one should be applied when a national security case involves a
government interference with a right accommodating democracy characteristic. Instead, the
answer to this is to be found by turning to the Court’s adjudications.

The second problem, which is more critical than the first one, concerns the doctrine’s practi-
cality. As a norm for clarifying the patterns, it provides merely a breadth of the margin of appre-
ciation that is being measured roughly as either ‘wide’ or ‘narrow’, but this is not accurate enough
to indicate how suitability test is to proceed in a given case. Does a wide margin of appreciation
mean that the Court should accept the government’s allegations about the effectiveness of its
measures, without question? Or instead, that the state shall provide evidence to substantiate
its allegations? If a narrow margin means a strict review by the Court, how should a ‘strict review’
be carried out in a specific case? The doctrine is helpful to classify different types of scrutiny, but it
fails to state what exactly differentiates a strict scrutiny from a less strict one.

Some scholars have tried to resolve the problems associated with the doctrine of margin of
appreciation by proposing some concrete criteria. For instance, Janneke Gerards has identified
four elements that vary according to the breadth of margin: the clarity of the aims alleged by
the government, the temporal issues of assessing effectiveness, the level required to be deemed
effective, and the burden of proof.24 Jonas Christoffersen works on the law of evidence by
proposing three foci: admission of evidence, burden of proof, and standard of proof.25 Despite
some difference in their foci, the above-mentioned efforts share one goal: to develop some pattern
in line with which the Court’s reasoning and review decisions would be consistent and therefore,
predictable. My following analyses aim to make a contribution to these meaningful attempts.

19See Arai-Takahashi, supra note 10, at 2.
20See J. Callewaert, ‘Quel avenir pour la marge d’appréciation?’, in Mahoney et al. (eds.), Protection des droits de l’homme:

La perspective Européenne: mélanges à la mémoire de Rolv Ryssdal (2000), 147, at 149.
21See T. Mendel, ‘A Guide to the Interpretation and Meaning of Article 10 of the European Convention on Human Rights’,

available at rm.coe.int/16806f5bb3, at 5–6. A. Legg, The Margin of Appreciation in International Human Rights Law: Deference
and Proportionality (2012), at 90.

22See 1950 European Convention for the Protection of Human Rights, ETS 5 (1953), Arts. 6(1), 8(2), 9(2), 10(2), 11(2), and
1963 Protocol No. 4 to the Convention for the Protection of Human Rights and Fundamental Freedoms, ETS 46, Art. 2 of
Protocol No 4.

23See Research Division of the ECtHR, supra note 15, at 40; Harris et al., supra note 11.
24See Gerards, supra note 5, at 473–81.
25See Christoffersen, supra note 1, at 170–91.
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3. Two models for analysing suitability
In this section, I will explore how suitability test is conducted in case law by the Court, followed by
shedding light on application scenarios in the next section. The Court normally examines whether
or not the contested measure is necessary on the basis of the principle of proportionality.26

The legal basis is that any restriction is required to be ‘necessary in a democratic society’, in accor-
dance with the provisos of Articles 8, 10, and 11, and Article 2 of Protocol No. 4 (qualified rights).
Although limited rights do not accommodate provisos in the same format, the Court does some-
times make an assessment on the proportionality of the contested measure.

3.1 The rationale for discerning the two models

From a broad categorical perspective, depending on the nature of the right being interfered with,
the Court applies a wide or narrow margin of appreciation. To be specific, the Court aims at the
right’s connections with some essential features of a democratic society. As I indicated in the last
section, the wide or narrow margin of appreciation demonstrates a clear preferential framing, as it
determines if the Court’s scrutiny will be intense or lenient. In this regard, a question may be asked
why the Court invokes this element (i.e., essential features of a democratic society) to determine
the intensity for reviewing a case.

First and foremost, it provides a legitimate ‘anchor’ for balancing the contested interests.
In case law, two different sorts of interests are at stake: national security, and personal freedom
and rights. As Stavros Tsakyrakis points out, the balance between the two could remain a rhetoric
or a manifestation in the human rights adjudications.27 Neither of them can be measured
quantitatively; or as Tsakyrakis puts it, they are not ‘amenable to any meaningful form of quan-
tification’.28 For instance, when measuring the interest of protecting personal communication
from interception and the interest of detecting a terrorist plot, one cannot be so sure in the math-
ematics sense which interest prevails.

Alternatively, a more convincing balance may be reached via another approach. Jeremy
Waldron indicates that weighing or balancing ‘is not necessarily Benthamite quantification but
any form of reasoning or argumentation about values in question’.29 Balancing underlines the
reasoning behind how the Court assigns priorities to one party over the other,30 and in this regard,
accommodating essential features of the democratic society remains as a rather strong consider-
ation for the Court to prioritize human rights protection over national security protection.
In national security case law, the Court identifies these essential features as ‘pluralism, tolerance,
and broadmindedness’.

Secondly, democracy is a shared value in Europe which is broadly accepted as contributing to
the maintenance of fundamental freedoms.31 The Court’s determination of whether nation secu-
rity reconciles with human rights is achieved by interpreting the limitation clause of the said
Articles (Articles 8, 10, 11, and Article 2 of Protocol No. 4). When interpreting an international
treaty, purpose is one of the three factors to be considered according to the Vienna Convention on
the Law of Treaties.32 In this regard, it is legally defendable for the Court to use ‘democratic

26See Gerards, supra note 5, at 467–8; Harris et al., supra note 11, at 510; Research Division of the ECtHR, supra note 15,
at 27–38.

27See Tsakyrakis, supra note 2, at 469.
28Ibid., at 472.
29J. Waldron, ‘Fake Incommensurability: A Response to Professor Schauer’, (1994) 45 Hastings Law Journal 813, at 817.
30See Tsakyrakis, supra note 2, at 473.
31See third paragraph of preamble of the 1950 ECHR, supra note 22.
32The three factors can be summarized as ‘ordinary meaning’, ‘context’, and ‘purpose’. Art. 31(1) of the 1969 Vienna

Convention on the Law of Treaties, UNTS 1155, reads: ‘A treaty shall be interpreted in good faith in accordance with the
ordinary meaning to be given to the terms of the treaty in their context and in the light of its object and purpose.’
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society’ as a normative value when reviewing the case.33 When it comes to the practice, the ‘demo-
cratic society’, as Alain Zysset observed, plays a normative role as the Court reviews cases that
involve political rights.34 Zysset reads the notion functioning to delimit the scope of right, and
as a collective interest to be balanced in the proportionality stricto sensu, which is the last step
of the proportionality analysis.35 I agree with him on the former point, whereas regarding the
latter, I argue that in national security case law the ‘democratic society’ sets the premise for
the Court’s proportionality analysis.

In my observation, the Court has identified three rights that accommodate ‘pluralism, toler-
ance, and broadmindedness’ features of the democratic society in case law. They are the freedom
of speech, the freedom of assembly and association, and the right to respect for private life. The
Court prioritizes these rights over national security. The chief reason for this prioritization is that,
once such essential features are set aside, democratic society would be more nominal than
substantial. When it comes to the remaining rights, the Court assigns priority to national security.
The underlying reasoning is that the state is the entity in which democracy is vested, and democ-
racy will only survive when national authorities preserve the security of the state.36

3.2 The decision-making pattern under each model

In accordance with the margin of appreciation applied by the Court, I argue that the Court adopts
different norms with a clear preferential framing in its reasoning in national security cases. I make
a hypothesis that under the narrow margin of appreciation, the norms reflect a general tendency
for prioritizing the protection of human rights; I thereby name this scenario the ‘human rights
priority model’. Correspondingly, the wide margin of appreciation implies a general tendency for
prioritizing national security concerns, so I name this scenario the ‘national security priority
model’. In terms of suitability test, I will analyse the Court’s decision-making in two aspects:
the first is a normative one, concerning the desirability of the effectiveness of the government
measure in question; the second is a factual one, relating to the Court’s evaluation of evidence
and other materials that substantiate the government’s allegations.37 In this sub-section, I will
delve into the normative and factual aspects of each model, and from a broad categorical perspec-
tive make sense of the decision-making pattern of the Court’s review of the suitability.

3.2.1 Human rights priority model
To start with, the suitability test concerns the causal link between the means and the ends of the
government action under scrutiny.38 In my reading, under the human rights priority model, it
requires the causality to be a relatively strong one from the normative perspective. To establish
that, it requires the following: first, national security needs to be in a real danger. In the Stomakhin
case, the Court indicated that as a general principle:

the adjective “necessary” implies the existence of a “pressing social need”, which must be
convincingly established. Admittedly, it is first of all for the national authorities to assess
whether there is such a need capable of justifying that interference : : : However, the margin

33See A. Zysset, ‘Searching for the Legitimacy of the European Court of Human Rights: The Neglected Role of “Democratic
Society”’, (2016) 5 Global Constitutionalism 16, at 38.

34See A. Zysset, ‘Freedom of Expression, the Right to Vote, and Proportionality at the European Court of Human Rights:
An Internal Critique’, (2019) 17 International Journal of Constitutional Law 230, at 234.

35Ibid., at 233–5.
36I will elaborate case scenarios for both circumstances later in Section 4.
37Such a classification was inspired by Jonas Christofferson’s abstract analysis on the complex interaction between fact and

norms inherent in the proportionality assessment. See Christoffersen, supra note 1, at 163–7.
38See Gerards, supra note 5, at 473.
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of appreciation is coupled with supervision by the Court both of the law and the decisions
applying the law : : : 39

How can a danger be recognized as real? There could be a ‘defence perimeter’, within the scope of
which any danger may be real enough for the government to take actions. For instance, a political
controversy, ranging from dissent opinions or criticisms against the government to separatist
statements, often hits the nerves of the government which is prone to claim that national security
is at stake. If such a case is brought to the Court, it would conclude in favour of the government
only that the statements comprise incitement to violence.40 In terms of incitement to violence, in
the Mukhin case, the Court reiterated the norm set by its case law:

where the views expressed, for instance on political issues, do not comprise incitement to
violence – in other words unless they advocate recourse to violent actions or bloody revenge,
justify the commission of terrorist offences in pursuit of their supporters’ goals or can be
interpreted as likely to encourage violence by expressing deep-seated and irrational
hatred towards identified persons – contracting states must not restrict, on the basis of
the aims set out in Article 10 § 2 concerning the protection of territorial integrity and
national security : : : 41

This is to say the state would be in fact asked to take a risk that those political oppositions might
indirectly, partially or in a long run, contribute to a potential violence.

Secondly, a relatively strong causality requires the impugned interference to reach a high level
of effectiveness for achieving the alleged purpose. For example, in the case law with regard to
preserving state secret, the Court argued that ‘it was unnecessary to prevent the disclosure of
certain information seeing that it had already been made public or had ceased to be confidential’.42

It is a matter of measuring the efficacy of the contested interference. In the Vereniging Weekblad
Bluf! case, a journal containing a confidential report from Dutch security services had been circu-
lated before the government took actions. In the opinion of the Court, although prohibiting the
circulation might be able to reduce the damage by limiting its further spread, such a prohibition
would not be sufficient enough due to its limited effectiveness.43 The reason is that withdrawing
the copies of journal could narrow down the scope or slow down the speed of the spread of confi-
dential information, but it could no longer fulfil the aim of protecting the state secret now that the
confidential information had been already disseminated.

It is worth noting that the government authority needs to submit its evidence to substantiate a
sufficient link between interference and its purpose.44 In terms of the factual aspect of the Model,
the Court carries out a detailed review on the persuasiveness of the evidence available to it. In the
Gîrleanu case, although the Court recognized that defining national interests forms ‘part of the
inner core of State sovereignty’, it still examined whether the domestic courts took into consider-
ation in their analysis some ‘specific element concerning the applicant’s conduct’.45 In most cases,
the evidence concerns whether or not there was a real danger to national security, rather than
evaluating the degree of effectiveness in the government measures. This is probably because,

39Stomakhin v. Russia, Judgment of 9 May 2018, [2018] ECHR, at 90.
40See Research Division of the ECtHR, supra note 15, at 19; Buyse, supra note 12, at 496–502. A recent case, for example, is

Stomakhin v. Russia, supra note 39, at 92.
41See Mukhin v. Russia, Judgment of 14 December 2021, [2021] ECHR, at 115.
42Vereniging Weekblad Bluf! v. the Netherlands, Judgment of 9 February 1995, [1995] ECHR (Ser. A.), at 44.
43See Vereniging Weekblad Bluf! v. the Netherlands, supra note 42, at 45. Observer and Guardian v. United Kingdom,

Judgment of 26 November 1991, [1991] ECHR (Ser. A.), at 66–70. The Sunday Times v. the United Kingdom (No. 1),
Judgment of 26 April 1979, [1979] ECHR (Ser. A.), at 52–6.

44See Christoffersen, supra note 1, at 191.
45Gîrleanu v. Romania, Judgment of 26 June 2018, [2018] ECHR, at 94–5.
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as long as the danger to national security can be established in concrete terms, the question as to
whether and to what extent the contested measure is effective to tackle that danger can be
answered by restoring to common sense.46 The Court does not necessarily need statistical evidence
or experimental assessment reports to answer this question in some cases. For instance, in the
Observer and Guardian case, the Court concluded that due to the fact that a book containing
confidential material had already been published outside the UK, the interlocutory injunctions
imposed on publishing details of this book in the UK could not prevent the classified information
from being disclosed.47 This assessment of effectiveness came straightforward as the Court did not
have to find out how many books have been imported into the UK, or how many book stores were
selling them.

To demonstrate the danger to be actual, the government sometimes puts forward expert
conclusions,48 or internal assessment reports.49 Whilst the evidence submitted appears to be
specific, well-organized, and impartial, the Court is not ready to agree with government authori-
ties’ claims. In practice, the Court even scrutinized the method of the assessment. In the Smith and
Grady case, the Court noted the survey methods used by government authorities on the issue
concerning how accepting homosexuals in the army would affect the servicemen’s morale. The
Court downplayed the independence and value of this survey, as it was conducted by ‘Ministry of
Defence civil servants and service personnel’, and participated by ‘only a very small proportion of’
servicemen; and ‘interviews and the focus group discussions were not anonymous’.50 In addition,
the Court found that many questions in the attitude survey were asked in a biased way.51 In other
cases, the Court re-evaluated the wording, form, and nature of articles published,52 or the activities
or programmes of a political party,53 as well as the wide and immediate context in which the
government actions were adopted.54

3.2.2 National security priority model
In contrast, the intensity of the Court’s scrutiny depicts a sharp decrease under the national
security priority model. Firstly, a danger to national security does not need to be imminent.
For instance, the Court concluded on the usefulness of the government’s secret surveillance in
terrorist cases, without a prerequisite to be established that there should be a terrorist attack ‘just
around the corner’.55 It underlined the role played by intelligence measures in detecting threats, as
the Court noted that ‘it (bulk interception) enabled the security services to adopt a proactive
approach, looking for hitherto unknown dangers rather than investigating known ones’.56

Secondly, the suitability requirement is satisfied as long as no major defects are identified in
the efficacy of the means. In other words, the measure imposed by the government could fail

46See Gerards, supra note 5, at 468.
47See Observer and Guardian v. United Kingdom, supra note 43, at 68–9.
48For instance, in Dmitriyevskiy v. Russia, the government provided linguistic experts’ conclusions on the nature of the

articles in question. See Dmitriyevskiy v. Russia, Judgment of 3 October 2017, [2017] ECHR, at 13.
49For instance, in Lustig-Prean and Beckett v. the United Kingdom, the government brough forward a report prepared by the

Minister of Defence, which assessed the armed forces’ policy on homosexuality. See Lustig-Prean and Beckett v. the United
Kingdom, Judgment of 27 September 1999, [1999] ECHR, at 44.

50Smith and Grady v. the United Kingdom, Judgment of 27 September 1999, [1999] ECHR, at 95.
51Ibid.
52For example, see Stomakhin v. Russia, supra note 39, at 98–123. Karataş v. Turkey, Judgment of 8 July 1999, [1999] ECHR,

at 51–2.
53For example, see Affaire Union Nationale Turque and Kungyun v. Bulgaria, Judgment of 8 June 2017, [2017] ECHR,

at 45–6.
54See Perinçek v. Switzerland, Judgment of 15 October 2015, [2015] ECHR, at 205–6.
55See Big Brother Watch and Others v. the United Kingdom, supra note 9, at 303–10, 385. A. Oehmichen, Terrorism and

Anti-Terror Legislation: The Terrorised Legislator? A Comparison of Counter-Terrorism Legislation and its Implications on
Human Rights in the Legal Systems of the United Kingdom, Spain, Germany, and France (2009), at 312.

56Big Brother Watch and Others v. the United Kingdom, ibid., at 385–6.
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the test only if it is manifestly ineffective. Such an assessment can be arguably quite straightfor-
ward by using common sense. This norm adopts a negative formulation, and it can be explained
much more clearly from the other way around. I will elaborate this point later in Section 5.2.2. In
addition, the means may be accepted as justifiable when they contribute to achieving their ends in
the long run or in a step-by-step manner.57

As to the factual pillar of the Model, the Court is generally ready to accept the government’s
argument. In particular, the danger of a potential or cumulative nature has been often acknowl-
edged by the Court when the case concerns one or more of the following issues: counter-terrorism,
confidentiality of critical information,58 operation of security services,59 and furthermore, for the
sake of due effectiveness of their operations, the secrecy of their working methods,60 or the
outcomes they have produced.61 For instance, in terms of mass surveillance, the Court acknowl-
edged in general ‘the current threats facing many Contracting States (including the scourge of
global terrorism and other serious crime : : : ), advancements in technology which have made
it easier for terrorists and criminals to evade detection on the Internet, and the unpredictability
of the routes via which electronic communications are transmitted’, and concluded that ‘the deci-
sion to operate a bulk interception regime in order to identify hitherto unknown threats to
national security is one which continues to fall within States’ margin of appreciation’.62

With regard to the effectiveness of the means, it may not always be the case that the state has to
demonstrate the actual effect of the government’s measure, or that the applicant needs to prove
specifically the existence of a major defect in the government measure.63 For example, in the
Bartik case, Russian government did not specify the effect of the international travel ban on
the applicant who used to have access to classified information, by providing factual, statistical,
or empirical information. In the meantime, the applicant did not attempt to prove that travel ban
would be only marginally effective, if not entirely ineffective.64 Instead, based on the information
in hand, the Court would more or less resort to presumptions and inferences to evaluate the
effectiveness of the contested measure.65

4. Case scenarios of two models
4.1 Scenarios of the human rights priority model

I indicated in Section 3.1 above that considerations in favour of ‘pluralism, tolerance, and broad-
mindedness’ normally outweigh national security interests.66 The rights embedded with these
values are the freedom of speech, freedom of assembly and association, and the right to respect
for private life. Each of those rights has multiple aspects,67 but not all these aspects carry those key

57O. Koch,Der Grundsatz der Verhältnismäßigkeit in der Rechtsprechung des Gerichtshofs der Europäischen Gemeinschaften
(2003).
See Harbo, supra note 6.
58See Gîrleanu v. Romania, supra note 45, at 89.
59See Vereniging Weekblad Bluf! v. the Netherlands, supra note 42, at 40. Rotaru v. Romania, Judgment of 4 May 2000,

[2000] ECHR, at 47.
60See, for example, Leas v. Estonia, Judgment of 6 March 2012, [2012] ECHR, at 78.
61See, for example, Leander v. Sweden, Judgment of 26 March 1987, [1987] ECHR (Ser. A.), at 59.
62Big Brother Watch and Others v. the United Kingdom, supra note 9, at 314.
63See Bartik v. Russia, Judgment of 21 December 2006, [2006] ECHR, at 49.
64Ibid.
65See Christoffersen, supra note 1, at 173–4, 176–8.
66A. Nieuwenhuis, ‘The Concept of Pluralism in the Case Law of the European Court of Human Rights’, (2007) 3 European

Constitutional Law Review 367, at 370.
67See European Court of Human Rights, ‘Guide on Article 8 of the European Convention on Human Rights: Right to

Respect for Private and Family Life, Home and Correspondence’, 31 August 2020, ECtHR, available at www.echr.coe.int/
Documents/Guide_Art_8_ENG.pdf. European Court of Human Rights, ‘Guide sur L’article 10 de la Convention
Européenne des Droits de L’homme: Liberté D’expression’, 31 August 2020, ECtHR, available at www.echr.coe.int/
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democratic values. Also, circumstances in which those rights may be interfered with by the
government for the interest of national security are not infinite.68 There are in general four sets
of circumstances in which states are under close scrutiny of the Court, namely when they:

1. Ban or sanction political speech (in conflict with the freedom of speech, and freedom of
assembly);

2. Dissolve a political organization (in conflict with the freedom of association);
3. Ban imparting classified information on public interests (in conflict with the freedom of

speech);
4. Discharge individuals from the army on the ground of homosexuality (in conflict with the

right to respect for private life).

The preceding circumstances of government interference concern, as confirmed repeatedly by the
Court in its reasonings, essential features of a democratic society – ‘pluralism, tolerance, and
broadmindedness’.69 To be specific, statements and interviews of a political nature, and the orga-
nization of political parties are regarded as providing the public with different political arguments,
choices, approaches, and goals.70 Tolerating and discussing different opinions, however disturbing
or shocking they might appear to some people, are essential for sustaining democracy. Apart from
political issues, the Court has also attached importance to exchanging opinions on matters of
public interests,71 and thus recognized the essential role played by the press in a democratic
society.72 A free flow of information concerning public interests can attract people’s attention
on a given topic and contribute to public debate. As to the policy on discharging personnel from
the army on the basis of sexual orientation, the ‘pluralism, tolerance, and broadmindedness’
supports one’s freedom to choose the way one lives their life, even though it might cause some
discomfort to the moral schema of others.73

4.2 Scenarios of the national security priority model

Under the national security priority model, a prominent feature is that the Court is often prepared
to accept a state’s allegations about the suitability of its interference measures. The circumstances
that would fall under this model vary, but some typical scenarios can be summarized as far as the
Court’s case law is concerned:

1. Secret surveillance, including intercepting the content of communication, intercepting the
data of communication, and intelligence sharing (in conflict with the right to respect for
private life);

2. Personal information stored in the secret registers (in conflict with the right to respect for
private life);

3. International travel bans on retired personnel who used to have access to classified infor-
mation (in conflict with the freedom of movement);

Documents/Guide_Art_10_FRA.pdf. European Court of Human Rights, ‘Guide on Article 11 of the European Convention on
Human Rights: Freedom of Assembly and Association’, 31 August 2020, ECtHR, available at www.echr.coe.int/Documents/
Guide_Art_11_ENG.pdf. See Van Dijk et al., supra note 11; Harris et al., supra note 11.

68See Research Division of the ECtHR, supra note 15.
69See Nieuwenhuis, supra note 66.
70In regard to the political speech see, for example, Stomakhin v. Russia, supra note 39, at 88. As to the political party issue,

see, for example, Zhechev v. Bulgaria, Judgment of 21 June 2007, [2007] ECHR, at 35, 59.
71See Thorgeir Thorgeirson v. Iceland, Judgment of 25 June 1992, [1992] ECHR (Ser. A.), at 64; Dichand and others v.

Austria, Judgment of 26 February 2002, [2002] ECHR, at 38.
72See, for example, Observer and Guardian v. the United Kingdom, supra note 43, at 59.
73See, for example, Lustig-Prean and Beckett v. the United Kingdom, supra note 49, at 80, 82.
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4. In camera trial (in conflict with the right to a public hearing);
5. Non-disclosure of sensitive material and information supporting the reasonableness of appre-

hension of the suspect (in conflict with the right against arbitrary arrest and detention);
6. The use of secret evidence in a trial (in conflict with the equality of arms, the right to an

adversarial hearing, the right to a fair trial, and the right to prepare the defence);
7. Prolonged pre-trial detention of terrorist suspects (in conflict with the right to trial within a

reasonable time or to be released pending trial); and
8. Delayed access to the lawyer in terrorist cases (in conflict with the right of access to a

lawyer).

By resorting to the common sense, some factors, such as the nature of a terrorist crime or the
operational effectiveness of intelligence services, contribute substantially to the government’s
interference surviving the suitability test. When any of such factors occurs in an instant case,
the Court is ready to recognize that the security of the state is at stake.74

4.3 A summary

From a broad categorical perspective, I argue that two models have evolved to scrutinize the suit-
ability of a state’s interference for national security concerns in case law of the Court. Rather than
discrediting the margin of appreciation doctrine, the two models are in fact put forward on the
basis of the doctrine, with its application in national security cases being specified. One is the
human rights priority model, under which more weight is assigned to certain rights and freedoms.
The other is the national security priority model, under which the importance of protecting
national security is placed higher than the protection of rights.

Under the two models, the stringency of normative and factual requirements faithfully reflects
the Court’s weighing between security and liberty, which further impacts, to a great extent, its
conclusion. The human rights priority model requires the establishment of a real danger to
national security and the high level of effectiveness of the government’s measure adopted. By
contrast, under the national security priority model, as long as no major defects in the government
measure can be identified, the Court would decide in favour of the state.

5. Redressing the bias of each model
When reading through the case law, we may see that the Court does not always decide the
contested measures to be suitable for protecting national security under the national security
priority model; likewise, reviewing the suitability of the government’s interference under the
human rights priority model does not promise that the Court’s decision would be in favour of
the applicant. It should be empathized that, when the Court is reviewing a specific case, it takes
concrete circumstances into account in examining the suitability of a challenged government
interference. This is arguably one of the reasons why the Court’s reasoning appears to be incon-
sistent. Nevertheless, some of those considerations play the same role in the Court’s decision-
making progress: to redress the identifiable bias in favour of protecting human rights or preserving
national security in line with the model being adopted.

5.1 Redressing the bias towards human rights

5.1.1 Cases involving political speech
The government interference of banning or restricting political speech is not suitable unless the
speech amounts to inciting violence. Overall, such a high threshold will lead to a larger number of

74See Legg, supra note 21, at 200–1.
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expressions to be spared than to be curtailed due to national security concerns. When it comes to a
specific case, the question for the Court to answer is whether or not a statement can be identified as
constituting an incitement to violence.75 It is a matter of predicting the danger of the contested
expressions. In this regard, the Court adopts a proactive strategy to address national security threats.76

In general, the state is not being expected to wait until negative consequences have materialized.
A simple scenario is the impugned statement, in a direct and explicit way, which calls for armed

resistance against government, violent uprising against the authorities, or terrorist attacks alike.77 In
a number of complaints against Turkey, the Court decided that statements containing such a call
were a prima facie incitement of violence.78 Furthermore, in these Turkey cases, the Court confirmed
its judgment that national security was in danger, by taking into account the fact that serious distur-
bances occurred in the south-east of the country.79 A comparable scenario is that the content of a
statement is not as extreme as that in the last scenario, yet it is politically opposing the state authori-
ties. On this type of political speech, the Court has normally taken two factors into account: whether
there is a tense climate in politics or society, and the identity of the person concerned.

A statement propagating an ‘us-vs-them’mentality is an illustrative example. As a general prin-
ciple, the speech promoting hatred or intolerance does not necessarily amount to incitement to
violence.80 Specifically, it involves remarks that attempt to antagonize and dichotomize social
groups, such as non-Muslims versus Muslims, nationals versus immigrants, one ethnic group
versus another, or minorities versus the central government.81 This sort of speech may be subject
to legitimate restrictions, but not necessarily on the ground of safeguarding national security,82

as its content neither advocates recourse to violence nor justifies terrorist attacks.83 However,
in a context where violence and conflicts are ongoing or have recently ceased, the applicable legal
ground for restrictions may be rather different as the above-mentioned statements now run the
risk of rendering harmful consequences imminent and pressing.84

For instance, in the Stomakhin case, by labelling Russia’s army and security forces as ‘maniacs’,
‘murderers’, and otherwise criminally minded personnel, the impugned publications incited the
hatred of the Chechen people towards Russian government.85 In light of recent disturbances and

75There is another approach the Court took in some cases in tackling political speech. Based on Art. 17 of the Convention,
the Court held the applicant’s petition inadmissible as the freedom of speech was abused to undermine the Convention or
democracy, for instance, by aiming to install totalitarian regimes. The approach is in its nature defending the security of a
democratic government authorities. See K. Lemmens, ‘Hate Speech in the Case Law of the European Court of Human Rights’,
in A. Ellian and G. Molier (eds.), Freedom of Speech under Attack (2015), 135, at 144–7. See Hizb Ut-Tahrir and others v.
Germany, Decision of 12 June 2012, [2012] ECHR.

76See Buyse, supra note 12, at 491. See, for example, Bayar and Gürbüz v. Turkey, Judgment of 27 November 2012, [2012]
ECHR, at 34. See Stomakhin v. Russia, supra note 39, at 93, 107.

77See, Dmitriyevskiy v. Russia, supra note 48, at 100.
78See Halis Doğan v. Turkey (No. 3), Judgment of 10 October 2006, [2006] ECHR, at 34; Hocaoğulları v. Turkey, Judgment

of 7 March 2006, [2006] ECHR, at 39; Sürek v. Turkey (No. 3), Judgment of 8 July 1999, [1999] ECHR, at 40.
79See Halis Doğan v. Turkey (No. 3), supra note 78, at 35; Hocaoğulları v. Turkey, supra note 78; Sürek v. Turkey (No. 3),

supra note 78.
80See Dmitriyevskiy v. Russia, supra note 48, at 99. Sürek v. Turkey (No. 4), Judgment of 8 July 1999, [1999] ECHR, at 60.

Fatullayev v. Azerbaijan, Judgment of 22 April 2010, [2010] ECHR, at 116. Gözel and Özer v. Turkey, Judgment of 6 July 2010,
[2010] ECHR, at 56; Nedim Şener v. Turkey, Judgment of 8 July 2014, [2014] ECHR, at 116; Şık v. Turkey, Judgment of 8 July
2014, [2014] ECHR, at 105. Dilipak v. Turkey, Judgment of 15 September 2015, [2015] ECHR, at 62.

81Certainly, the hate speech can target an individual, a public official as well as a sector of the population. In the article, I am
trying to focus on those that probably raise national security concerns.

82For instance, in the Féret v. Belgium case, leaflets had discrimination content based on race, colour, and national or ethnic
origin. The legitimate aim reviewed by the Court was ‘prevention of disorder’ and ‘protection of the reputation or rights of others’,
instead of ‘national security’. In addition, the context of the case was Belgium’s election campaign. See Féret v. Belgium, Judgment of
16 July 2009, [2009] ECHR, at 59, 76. See also A. Ellian and G. Molier (eds.), Freedom of Speech under Attack (2015), at 121–216.

83See Dmitriyevskiy v. Russia, supra note 48, at 100.
84Such cases include Gürbüz et Bayar v. Turkey, Judgment of 23 July 2019, [2019] ECHR; Karatepe v. Turkey, Judgment of

31 July 2007, [2007] ECHR; Sürek v. Turkey (No. 1), Judgment of 8 July 1999, [1999] ECHR.
85See Stomakhin v. Russia, supra note 39, at 105.
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terrorist attacks following the Second Chechen War,86 the negative emotional assessments made
by these hatred statements remained no longer an issue of discrimination or encouraging sporadic
hate crimes, but would justify and stir up violence against Russian army and security forces,87 or in
other words, a violent resistance in a separatism discourse.

As to the second factor, the occupation or capacity of the author or applicant, the Court takes it
into account to measure the impact of the impugned statement. In both the Gürbüz and Bayar
case and the Karatepe case, the Court looked into the personality of the authors and speakers. One
was the leader of a terrorist organization,88 and the other was a politician – a mayor of a big city.89

According to the Court, their roles would make that their remarks have a profound influence on
people. In other cases including Halis Doğan, Hocaoğulları, and Sürek (No 1), the applicants were
the editors or the owner of a journal or newspaper that provided a platform for the contested
statements to be widely accessible to the public.90

5.1.2 Cases involving political organizations
The freedom of association grants an individual the right to found or join a political party, the aim
of which includes competing with the current ruling party and putting forward political agenda
different or even opposite to that of the ruling party. On the one hand, such a political party enjoys
some benefit of the doubt from a broad categorical perspective: calling for a radical change in its
programme does not necessarily impose a real danger to national security. In light of this, the
Court renders that the dissolution of such an organization before it ever engages in any activities
unsuitable. On the other hand, when the Court reviews a specific case, some concrete circum-
stances may indicate its political programme’s danger to national security is real even though
the political party has not put it into practice.

In fact, the Court adopts a proactive strategy to evaluate the danger, meaning that the govern-
ment’s interference does not have to be put on hold until a political party has seized power and
implemented policies that go against democracy.91 The state’s preventative intervention can be
legitimate. As a general principle, the danger to national security can be established when the
change that a political party seeks to bring about goes against fundamental principles of the demo-
cratic society, or its means used for that purpose are illegal or otherwise undemocratic.92

A party’s purpose and the approach are at the outset reflected in its statute and political programs
announced. However, it is neither unthinkable nor unknown that an ambitious party might conceal
its political agenda until it comes into power.93 In this regard, ‘the acts and positions of the members
and leaders’ of the party in question should be taken account of,94 in order to examine whether or
not the potential danger can be identified. For instance, in the case of Refah Partisi and Others v.
Turkey, the Court concluded that the party’s real intentions were contrary to democratic principles,
based on the reading of relevant speeches delivered by its leaders and members.95 Those speeches

86Ibid., at 96.
87Ibid., at 107.
88See Gürbüz and Bayar v. Turkey, supra note 84, at 43.
89See Karatepe v. Turkey, supra note 84, at 30.
90See Halis Doğan v. Turkey (No. 3), supra note 78, at 36; Hocaoğulları v. Turkey, supra note 78, at 41; Sürek v. Turkey

(No. 1), supra note 84, at 63.
91See Refah Partisi (the Welfare Party) and Others v. Turkey, Judgment of 13 February 2003, [2003] ECHR, at 102.
92See Ignatencu et le Parti communiste roumain v. Romania, Judgment of 5 May 2020, [2020] ECHR, at 80; Yazar and Others

v. Turkey, Judgment of 9 April 2002, [2002] ECHR, at 49; Refah Partisi (the Welfare Party) and Others v. Turkey, ibid., at 98.
93See Refah Partisi (the Welfare Party) and Others v. Turkey, ibid., at 99, 101.
94See D. Golubovic, ‘Freedom of Association in the Case Law of the European Court of Human Rights’, (2013) 17

International Journal of Human Rights 758, at 763; Ignatencu and le Parti communiste roumain v. Romania, supra note
92, at 96; Refah Partisi (the Welfare Party) and Others v. Turkey, ibid., at 101. Ždanoka v. Latvia, Judgment of 16 March
2006, [2006] ECHR, at 120.

95See Refah Partisi (the Welfare Party) and Others v. Turkey, ibid., at 116–36.
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suggested that the party would introduce Sharia into the regime,96 establish a legal system on the
basis of religious discrimination,97 and resort to force to achieve these purposes.98 In a more recent
case, Ignatencu and Parti communiste roumain v. Romania, the Court rendered a similar decision.
In this case, the party’s statute and political programs stated that the party respects the constitutional
order and the principle of democracy, and opposes totalitarianism.99 Notwithstanding that, based on
an assessment of publications from the party’s chairman, the Court concluded that the party’s real
intentions were against democratic principles.100

5.1.3 Cases involving imparting state secrets concerning public interests
When the press publishes ‘a matter of public interests’ containing classified information, the Court
normally holds that the freedom of the press outweighs preventing the leak of state secrets.
Nevertheless, in terms of specific cases, it is a question about whether the classified information
in question was published for the sake of public interests.101 In the Court’s case law, this means
that the Court questions whether the published information contributes to an ongoing public
debate,102 or whether it reveals misconduct of the government or the abuse of power.103 In the
absence of ‘public interests’, the case falls under the national security priority model, meaning
that the Court resorts to the less intense scrutiny.104

Another consideration is whether the contested disclosure would cause a ‘considerable damage’
to national security.105 The Court takes into account the age of impugned information,106 as well
as its nature and content.107 The assessment of these elements has so far led to the Court’s conclu-
sion that the disclosure would not cause a considerable damage instead of the other way around.108

Nevertheless, this consideration serves to prevent national security from suffering severe damage.

5.1.4 Cases involving the discharge of military personnel on the ground of homosexuality
In the opinion of a state, a person’s sexual orientation may collide with the security of the country.
Several cases in the UK have been reviewed by the Court.109 The Court believes that neither the
presence of homosexual personnel in the army, nor the negative attitudes of heterosexual
personnel towards them, would necessarily bring about serious damage to the army’s fighting

96Ibid., at 120–5.
97Ibid., at 117–19.
98Ibid., at 129–31.
99See Ignatencu and le Parti communiste roumain v. Romania, supra note 92, at 97.
100Ibid., at 98, 100.
101ECtHR, ‘Guide sur L’article 10’, supra note 67, paras. 344–345.
102For example, Gîrleanu v. Romania, supra note 45, at 87.
103For example, Bucur and Toma v. Romania, Judgment of 8 January 2013, [2013] ECHR, at 103; Observer and Guardian v.

the United Kingdom, supra note 43, at 61, 69.
104For example, in Pasko v. Russia, the applicant intended to disclose to Japanese media classified information concerning

military exercises, which was not of any public interest. See Pasko v. Russia, Judgment of 22 October 2009, [2009] ECHR,
at 86–7. In Hadjianastassiou v. Greece, the state secrets in question were ‘general information concerning the guided missile’,
which did not contribute to any public debate or reveal official misconduct. See Hadjianastassiou v. Greece, Judgment of
16 December 1992, [1992] ECHR (Ser. A.), at 9, 45.

105See Gîrleanu v. Romania, supra note 45.
106Ibid., at 8, 89; Vereniging Weekblad Bluf! v. the Netherlands, supra note 42, at 41.
107For example, in the Vereniging Weekblad Bluf! v. the Netherlands case, the information contained in the impugned report

was deemed ‘of a fairly general nature’, because it was designed mainly to inform BVD (de Binnenlandse Veiligheidsdienst)
staff and other officials who carried out work for the BVD about the organization’s activities. See Vereniging Weekblad Bluf! v.
the Netherlands, ibid., at 8–9, 41.

108See Gîrleanu v. Romania, supra note 45; Vereniging Weekblad Bluf! v. the Netherlands, ibid., at 41.
109See Press Unit of European Court of Human Rights, ‘Sexual Orientation Issues’, February 2021, ECtHR, available at

www.echr.coe.int/Documents/FS_Sexual_orientation_ENG.pdf, at 13–14.
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power and operational effectiveness,110 although the Court did admit that it could lead to some
relational difficulties amongst personnel.111 With regard to the suitability test, the Court made
only little effort to redress the model’s bias in favour of the right concerned. After all, such a
scenario is quite exceptional in the sense that it involves an individual’s right to choose their
way of life on the one hand, and national security on the other.

As a summary, the model’s bias towards protecting human rights due to the Court’s intense
scrutiny on the suitability does not necessarily determine that the human rights prevail over
national security in every single case. On the case-specific level, by taking account of the concrete
circumstances, the Court redresses the bias in two ways: one is to adopt a proactive strategy to
evaluate whether the alleged danger is real; and this is usually applied in the cases involving polit-
ical speeches and parties. The other way is to limit the application scope of the model by specifying
the circumstances appropriate for it. This method is commonly used in the cases concerning
imparting information related to public interests, and government’s policy on homosexuality
in army forces.

5.2 Redressing the bias towards national security

Under the national security priority model, the Court’s decision-making pattern favours
protecting national security. On the case-specific level, in my observation, the Court often turns
to another test under the principle of proportionality – the necessity test, to redress the bias
towards national security.112 Nevertheless, some case law did find the interference violating
the Convention by examining its suitability. Therefore, in this part of the study I will investigate
some situations in which the state’s interference measures failed the suitability test.

5.2.1 The decreasing danger
While the Court normally tends to respect the state’s judgment on the situations such as terrorist
attacks or classified information leaks, the danger to national security that was established as real
may decrease as time passes. Circumstantial changes can lead to a new estimate of the severity of
the danger. For instance, the severity can simply decrease due to the later changes in situation, or
evidence revealed at a later stage can prove that the state overestimated the danger. Under the
national security priority model, the Court would, however, not take into account the gradually
shifting severity of the danger until the shift becomes substantial enough. This is mainly because
the Court accepts the danger to be potential and cumulative, and the government often describes
the danger in a general and abstract way. Nevertheless, I find that the change of situation could
reach a point where the alleged danger becomes evidently too slight to satisfy the presumptive
suitability.

In the case law, such a point is sometimes reached due to decisive changes of conditions. Those
changes occur either in the political context or through social transformation. In the case of
Segerstedt-Wiberg and Others v. Sweden, two applicants had their information collected and stored
in the Swedish Security Police register, in connection with their involvement in left-wing activities
30 years ago.113 While such information could be useful for the Security Police to fulfil its duty
during the Cold War, being a left-wing sympathizer is no longer regarded as a potential danger to
national security in the present day.114 Based on this consideration, the Court concluded that the
continued storage of the applicants’ information was unsuitable. Similarly, the regime change

110See Lustig-Prean and Beckett v. the United Kingdom, supra note 49, at 90–2.
111Ibid., at 93.
112See Brems and Lavrysen, supra note 4, at 142.
113The case was lodged with the ECtHR in 2000. See Segerstedt-Wiberg and Others v. Sweden, Judgment of 6 June 2006,

[2006] ECHR, at 15–22, 33–7.
114Ibid., at 90.
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along with a different political ideology can be seen as a decisive factor by the Court. In the Turek
v. Slovakia case, the Court ruled that disclosing the documents that used to be classified as secrets
by the security services under former regimes, which were communist regimes, did not entail an
actual danger of divulging the functions or operation methods of the security agencies under
current regimes, which are liberal democratic regimes.115

5.2.2 Lack of efficacy
If the government’s impugned measure is deemed ineffective to fulfil its alleged ends, the Court
will conclude that the measure is not suitable. By dint of the experience, common sense, and
precedent, the Court has a priori recognized the relationship between certain means and ends
of the government’s interference with human rights in protecting national security, without an
explicit explanation about how the relationship had been established. However, serious defects
may sometimes be found in the specific case, that result in a failure of achieving the desired effects.
In these circumstances, the Court does not consider it its task to figure out how such defects might
have occurred or whether they can be justified. Instead, it would simply conclude that the
contested interference is not able to realize its aim.

For example, in the case of Bartik v. Russia concerning Article 2 of Protocol No. 4, a major
defect in the government measure was pointed out by the Court, as it ruled that there was a lack
of efficacy of an international travel ban that intended to prevent the divulgence of state secrets.116

In the Court’s view, the retired personnel who had access to classified information and were
subject to the travel ban could still reveal the classified information via other means of commu-
nication which were not monitored by the government.117 That is to say, the classified information
could still be disclosed to foreigners at home or abroad if the applicant wished to do so. Due to a
serious lack of efficacy, the Court came to the conclusion that the link was missing between the
means and ends.118

5.2.3. Claims lacking in substance about the danger
How specific should the government be to substantiate its claims about the danger to national
security? In the case law of the Court, the answer seems to be contingent on which type of rights
the government interferes with, that is, qualified rights or limited rights. The Court tends to accept
the state’s general argument in relation to its interference with qualified rights, whereas
declining explicitly similar state submissions concerning an interference with some limited rights.
The latter occurs in scenarios such as the prolonged pre-trial detention of terrorist suspects (as to
Article 5(3)),119 a trial held in camera (as to Article 6(1)),120 and the delayed access to lawyer in
terrorist cases (as to Articles 6(1) and 6(3)).121

115See Turek v. Slovakia, Judgment of 14 February 2006, [2006] ECHR, at 115; Bobek v. Poland, Judgment of 17 July 2007,
[2007] ECHR, at 57.

116See Bartik v. Russia, supra note 63.
117Ibid.
118See Soltysyak v. Russia, Judgment of 10 February 2011, [2011] ECHR; Berkovich and Others v. Russia, Judgment of

27 March 2018, [2018] ECHR.
119See ECtHR, ‘Guide on Article 5’, supra note 17, paras. 195, 198, 200, 203; Research Division of the ECtHR, supra note 15,

at 28–9; Grubnyk v. Ukraine, Judgment of 17 September 2020, [2020] ECHR, at 116–30.
120See ECtHR, ‘Guide on Article 6’, supra note 17, paras. 281–292;Welke and Białek v. Poland, Judgment of 1 March 2011,

[2011] ECHR, at 73–9; Belashev v. Russia, Judgment of 4 December 2008, [2008] ECHR, at 79–88; Engel and Others v. the
Netherlands, Judgment of 1976, [1976] ECHR (Ser. A.), at 89.

121See ECtHR, ‘Guide on Article 6’, ibid., paras. 433–439; Press Unit of the European Court of Human Rights, ‘Terrorism
and the European Convention on Human Rights’, October 2020, ECtHR, available at www.echr.coe.int/Documents/FS_
Terrorism_ENG.pdf, at 17-22; Salduz v. Turkey, Judgment of 27 November 2008, [2008] ECHR, at 55–7; Brennan v. the
United Kingdom, Judgment of 16 October 2001, [2001] ECHR, at 28, 46; Ibrahim and Others v. the United Kingdom,
Judgment of 13 September 2016, [2016] ECHR, at 276–9.

310 Chao Jing

https://doi.org/10.1017/S0922156522000735 Published online by Cambridge University Press

https://www.echr.coe.int/Documents/FS_Terrorism_ENG.pdf
https://www.echr.coe.int/Documents/FS_Terrorism_ENG.pdf
https://doi.org/10.1017/S0922156522000735


In a specific case, the state is expected to present grounds with a higher degree of specificity that
support the government’s claim about an alleged danger to national security. The Court expects
that the state explains the alleged danger in more details, through an individual and case-specific
assessment. For instance, in the case of Belashev v. Russia, in defending its action of excluding the
public from the contested trial, the state simply claimed that the classified information was
contained in the case file,122 but it did not further illuminate what materials were confidential,
and how they were related to the applicant’s offences.123 By contrast, in the Welke and Białek
v. Poland case, the state further indicated that the classified materials included secret recordings,
and certain details about how the police intercepted the parcel containing cocaine and replaced it
with a similar substance.124 An open trial could expose the police’s operational methods to the
general public, which would negatively affect future police operations.125

Under the national security priority model, the Court does not proceed with a rigorous scrutiny
on governing authorities’ assessment of the danger to national security. Nevertheless, by declining
those generally formulated claims, the Court tries to ensure that the interference is based on the
government’s elaborate contemplation of the likelihood of the danger to national security, instead
of any one-size-fits-all account.

As a conclusion, a relatively higher degree of discretion granted to the state under the national
security priority model is counterbalanced by an assessment of specific merits and particular
circumstances in each given case. A low intensity of scrutiny does not necessarily mean that
the government’s interference for protecting national security always survives the suitability test.
It may fail the test in the following circumstances: the alleged danger has been considerably miti-
gated, the impugned measure lacks efficacy, or in connection with certain limited rights, the
danger has been illustrated only in a general way. In short, under the national security priority
model, the bias in favour of protecting national security is not necessarily absolute when the Court
takes concrete circumstances into considerations.

6. Conclusion
In this article, I answer how the suitability test, part and parcel of the application of the principle of
proportionality, is conducted by the European Court of Human Rights in cases concerning
national security. I argue that the Court reviews the suitability of the government’s interference
with human rights in a consistent and predictable way, when we read its decision-making progress
from two distinct but closely related perspectives: the broad categorical perspective and the
case-specific perspective.

From the broad categorical perspective, I conclude that there are two models in accordance
with the nature of the rights under question, which are corresponding to the margin of appreci-
ation enjoyed by the state. Between the two models, the Court shows different extent of intensity
of its scrutiny and applies different approaches to redressing the model’s established bias towards
human rights or national security. The first model, the human right priority model is visible in
cases concerning rights underlying the democratic values of ‘pluralism, tolerance, and broadmind-
edness’. The cases examined in this article frequently raise concerns over the freedom of speech
and freedom of assembly and association. The persuasive reasoning is that the values of human
rights ‘outweigh’ those of national security. It thereby requires the Court to adopt an intense scru-
tiny of the contested government’s interference. The other model is the national security priority
model, which is visible in the cases concerning other rights that are not closely linked with demo-
cratic values. The importance of protecting national security has been highlighted, and the

122See Belashev v. Russia, supra note 120, at 22.
123Ibid., at 84.
124See Welke and Białek v. Poland, supra note 120, at 8, 32–3, 76.
125Ibid., at 76–7.
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scrutiny on suitability of the contested government action is therefore less intense than that in the
first model.

To assess whether the government’s interference is suitable, the Court looks into the three main
elements: the danger to national security, the effectiveness of the impugned measure, and the
evidence or argument to substantiate the former two. That is where the two models of scrutiny
come in: the human rights priority model requires the state to prove the existence of a real danger,
and the measure to be highly capable of achieving its purpose. The government’s argument and
evidence will be reviewed closely by the Court. By proceeding with such strict review standards, at
the outset, it will be arguably easier for the Court to find a violation on human rights, rather than
for it to find that the interference is suitable. In this regard, the approach is named the ‘human
rights priority model’, as it offers a quite strong protection of rights and freedoms. By contrast,
under the the ‘national security priority model’, as the Court assesses the suitability of the
impugned measure of the state, the alleged danger can be merely potential, cumulative, or remote,
and the measure is deemed ineffective only if there is a serious defect.126. In addition, the Court is
often prepared to accept the state’s argument.

Then from the case-specific perspective, the Court tries to redress the model’s embedded bias
towards human rights or national security. In this regard, concrete facts and specific circum-
stances of each case matter. For the human rights priority model, apart from confining its appli-
cation to several given types of cases, the Court adopts a proactive strategy to evaluate whether the
alleged danger is real, by taking account of the context and specific circumstances of a case. After
all, the Court does not expect or require the state to wait until it is too late to take actions against
national security threats. When it comes to the national security priority model, the government’s
interference is held unsuitable if some major defects are identified by the Court, such as: ex post
disappearance of danger, a lack of efficacy of the impugned measure, or in cases related to certain
limited rights, a lack of specific description of the danger.

Findings presented above contribute to an interpretive framework in which the Court’s deci-
sions can be understood more consistently and concretely in regard to its suitability test in cases
concerning national security vis-à-vis protection of rights. How should human rights reconcile
with national security? Each party has a good reason to be prioritized: while the security of
the state constitutes the foundation for safeguarding human rights, the protection of human rights
constitutes the legitimate basis of the state. That long-existing dilemma may explain why the
Court’s reasoning and decisions seem to be inconsistent from one case to another. In this light,
the two models which I conclude help to explain how the Court applies the doctrine of margin of
appreciation and conducts the suitability test, which has not been sufficiently addressed in the
current literature.

At last, although it is not within the research scope of this article, I need to point out that the
Court’s review on the necessity test (less-intrusive-means test) can also be made sense of under
these two models. Under the two models, the Court, in different manners and with different major
concerns, makes the decision on whether the government’s measure is specifically and narrowly
framed to accomplish its alleged purpose.127 A more systematic account certainly requires another
research effort, as my point here is to indicate that the models proffered in this article are not
confined to assessing merely the suitability test, but also other core elements under the principle
of proportionality.

126See Koch, supra note 57, at 207.
127See Brems and Lavrysen, supra note 4, at 142.
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