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Abstract

Introduction: Health care provision depends on reliable critical infrastructure (CI) to power
equipment and to provide water for medication and sanitation. Attacks on CI limiting such
functions can have a profound and prolonged influence on delivery of care.

Methods: A retrospective analysis of the Global Terrorism Database (GTD) was performed of
all attacks occurring from 1970-2020. Data were filtered using the internal database search
function for all events where the primary target was “Utilities,” “Food or Water Supply,” and
“Telecommunications.” For the purposes of this study, the subtype “Food Supply” was excluded.
Events were collated based on year, country, region, and numbers killed and wounded.
Results: The GTD listed 7,813 attacks on CI, with 6,280 of those attacks targeting utilities,
leading to 1,917 persons directly killed and 1,377 persons wounded. In total, there were
1,265 attacks targeting telecommunications causing 205 direct deaths and 510 wounded.
Lastly, 268 attacks targeted the water supply with 318 directly killed and 261 wounded.
Regionally, South America had the most attacks with 2,236, followed by Central America
and the Caribbean with 1,390. Based on infrastructure type, the most attacks on utilities
occurred in El Salvador (1,061), and the most attacks on telecommunications were in India
(140). Peru (46) had the most attacks on its water supply.

Conclusion: The regions with the highest number of total attacks targeting CI have
historically been in South America, with more attacks against power and utilities than other
infrastructure. Although the numbers of persons directly killed and wounded in these
attacks were lower than with other target types, the true impacts on lack of health care
delivery are not accounted for in these numbers. By understanding the pattern and scope of
these attacks, Counter-Terrorism Medicine (CTM) initiatives can be created to target-
harden health care-related infrastructure.
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Introduction

Critical infrastructure (CI) is a universal term used to describe assets and facilities essential to
the functioning of a society. The systems and interconnecting networks that enable day-to-
day operations are often taken for granted, yet a disruption to any one of those systems can
have dire consequences across other sectors. The dangers of CI interdependencies and the
downstream societal impacts were starkly demonstrated by a number of recent events,
including the 2020 bombing of an AT&T facility in Nashville, Tennessee (USA).
Interruption of telecommunications caused disruption in Emergency Medical Services,
police, and fire response when the 9-1-1 emergency call system went down, as well as loss of
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Number of Attacks Total Persons Killed Total Persons Wounded
Utilities 6,280 1,917 1,377
Water 268 318 261
Telecommunications 1,265 205 510

Table 1. Total Number of Attacks by Target

function of electronic medical records (EMRs) in multiple
hospitals which further impeded health care services.!

Health systems have specific vulnerabilities with both direct and
indirect consequences on patient outcomes. In 2021, the United
Nations Children’s Fund (UNICEF; New York, New York USA)
warned that the deliberate attacks on the Libyan Man-Made River,
which provides a significant part of the country’s water supply,
could lead to an increase in communicable diseases, particularly in
children.? A 2017 report looking at the effects of explosive weapons
on health care in Ukraine illustrated how the destruction of CI such
as water and power lines has had a prolonged effect on the quality
and availability of medical services.?

Health care delivery is dependent on resources provided by
surrounding CI, which increasingly includes telecommunications.
The 2017 WannaCry ransomware epidemic, which disabled
Britain’s National Health Service (NHS; London, United
Kingdom) for several days, led to the cancellation of 19,000
appointments.* The NHS identified at least 139 of these
appointments as being for patients who potentially had cancer,
possibly delaying diagnosis and treatment.’

While several national and regional directives such as the United
States Cybersecurity and Infrastructure Security Agency (CISA;
Arlington, Virginia USA) exist to protect CI from intentional
damage and mitigate the risk of failure of such assets, they remain
vulnerable and at risk of intentional attacks. This paper explores
historic terrorist attacks on CI, specifically energy, telecommuni-
cation, and water infrastructure, and aims to better understand the
frequency and patterns of such disruptions on the health care
sector.

Methods

Data collection was performed using a retrospective database
search through the Global Terrorism Database (GTD).® This
database is open access, with publicly available data collection
methodology utilizing artificial intelligence that identifies events
from news media around the world daily, as confirmed by human
evaluation of the events by the National Consortium for the Study
of Terrorism and Responses to Terrorism (START; College Park,
Maryland USA). The GTD defines terrorist attacks as: “The
threatened or actual use of illegal force and violence by a non-state
actor to attain a political, economic, religious, or social goal through
fear, coercion, or intimidation.” The GTD database does not
include acts of state terrorism. The GTD contains no personal
identifiers for victims and links specific events to open-source news
articles.

The GTD database was downloaded and searched using the
internal database search functions for all events that occurred from
January 1, 1970 - December 31, 2020. Years 2021 and 2022 were
not yet available at the time of the study. “Utilities,” “Food or Water
Supply,” and “Telecommunications” as primary target types were
selected for the purpose of this study. Events were analyzed based
on country, region, and numbers killed and wounded. All
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classifications were pre-determined by the GTD. The GTD
codes “Utilities” as “Facilities for the transmission or generation of
energy. For example, power lines, oil pipelines, electrical
transformers, high tension lines, gas, and electric substations are
all included in this value. This value also includes lampposts or
streetlights.” The GTD further breaks this target type into subtypes
of “Electricity, Gas, and Oil.” The GTD codes “Food or Water
Supply” as “Attacks on food or water supplies or reserves are
included in this value. This generally includes attacks aimed at the
infrastructure related to food and water for human consumption.”
The GTD subtypes of this target type are “Food Supply” and
“Water Supply.” For the purposes of this study, only the subtype
“Water Supply” was analyzed. Lastly, “T'elecommunications” in the
GTD includes “Attacks on facilities and infrastructure for the
transmission of information. More specifically, this value includes
things like cell phone towers, telephone booths, television
transmitters, radio, and microwave towers.”

Results were exported into an Excel spreadsheet (Microsoft
Corp.; Redmond, Washington USA) for analysis. Double data
entry and analysis were performed to ensure validity. Attacks met
inclusion criteria if they fulfilled the three terrorism-related criteria
below, as set by the GTD. Ambiguous events were excluded when
there was uncertainty as to whether the incident met any of the
criteria for GTD inclusion as a terrorist incident. The three criteria
were determined within the database and not by the authors. First
criterion states that “The act must be aimed at attaining a political,
economic, religious, or social goal.” Second criterion is that “There
must be evidence of an intention to coerce, intimidate, or convey
some other message to a larger audience (or audiences) than the
immediate victims.” Last criterion is that “The action must be
outside the context of legitimate warfare activities, ie, the act must
be outside the parameters permitted by international humanitarian
law, particularly the admonition against deliberately targeting
civilians or non-combatants.”

Results
The GTD listed a total of 7,813 attacks on CI (Table 1). Most
attacks were against utilities with 6,280 attacks leading to 1,917
persons killed and 1,377 persons wounded. There were 1,265
attacks on telecommunications causing 205 deaths and 510
wounded. A total of 268 attacks on water supply were documented.
These accounted for 318 killed and 261 wounded (Table 1).

South America had the highest number of attacks on CI with
2,236, followed by the Central America and Caribbean region with
1,390. The regions with the lowest number of attacks were East
Asia and Central Asia with 10 and 15, respectively (Figure 1).

Utilities made up the highest percentage of attacks in all regions
except Australia and Oceania where attacks on telecommunica-
tions accounted for 74% (Figure 2).

The individual countries with the highest number of attacks
on utilities were El Salvador (1,061), Columbia (821), and Peru
(653); Figure 3. The GTD further breaks down utilities to
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Figure 1. Total Attacks on Infrastructure by Region.
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Breakdown of Attacks on Infrastructure by Region
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Figure 2. Breakdown of Attacks on Infrastructure by Region.
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Figure 3. Top 20 Countries with Attacks on All Utilities.
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Total Electricity Gas Oil
1 El Salvador (1,061) El Salvador (1,058) Pakistan (339) Colombia (553)
2 Colombia (821) Peru (637) Egypt (38) Irag (128)
3 Peru (653) Chile (449) Russia (22) Yemen (128)
4 Pakistan (644) Pakistan (275) Yemen (22) Nigeria (122)
5 Chile (456) Iraq (270) Colombia (20) Turkey (33)
6 Iraq (412) Colombia (248) Algeria (20) Pakistan (30)
7 Thailand (196) Thailand (194) Syria (16) India (28)
8 Philippines (191) Philippines (185) Nigeria (16) Iran (26)
9 Angola (177) Angola (164) Ukraine (14) Libya (21)
1 Yemen (177) Spain (82) Iraq (14) Peru (14)

Taubman © 2023 Prehospital and Disaster Medicine

Table 2. Tcl)\? 10 Countries with Attacks on Utilities Broken Down by Utility Subtype

Note: Total

umber in Parenthesis.

electricity, gas, and oil. The country with the most total attacks
was El Salvador, which also had the highest number of attacks
on electricity. Pakistan had the highest number of attacks on gas,
and Colombia had the most on oil (Table 2). Of the attacks on
utilities, the number per year ranged from a low of five in 1973
and 1974 to a high of 388 in 1991. While there was a dip in the
1990s-early 2000s, attacks on utilities had another peak in the
2010s (Figure 4).

Attacks on telecommunications saw a major increase in 2008,
which has been sustained with the highest number ever recorded
in 2020 (137); Figure 5. India had experienced the highest
number of attacks on telecommunications with 140 total attacks,
followed by El Salvador (118), Nepal (98), and Afghanistan
(88); Figure 6.

In recent years, there have been far fewer attacks on water
systems than on utilities and telecommunications (Figure 7). The
countries with the most attacks were Peru (46), Iraq (25), and
Pakistan (20); Figure 8.

Discussion
Opver the last several decades, increased energy usage has been seen
globally, with increases in both access and consumption.” Lee
pointed out that although attacks on energy infrastructure are a
small percentage of total attacks at this time, they are of interest to
some terrorists based on their motivation. For terrorists whose
motivation is related to economics or climate, infrastructure targets
such as energy facilities are attractive as destruction of these targets
may have economic impacts. They also point out that energy
facilities are vulnerable due to their low mobility and high
concentration based on resources needed; for example, oil facilities
are often concentrated around locations where oil is naturally
found. Nigeria, a country with some of the highest number of
attacks on oil infrastructure, has many groups with these
motivations. Groups point to oil production causing environmental
devastation and poor compensation for communities effected in the
Niger Delta as motivations for attack.’ Facilities in remote
locations may be more difficult to protect.!® This was pertinent in
2019 when drones were used to target Saudi Arabia’s Aramco
Facility causing the largest disruption of oil production on record.!!
Health care systems can look to previous incidents of large-scale
“blackouts” to understand potential impacts. In 2003, a tree branch
fell onto high-voltage power lines leading to the largest power
outage in North American history, affecting an estimated
50 million people.!? This wide-spread power failure led to an

increased number of patients presenting to New York City
hospitals due to medical device failure,'>!* respiratory disease,
and injuries that were attributed to the blackout.'® The New York
City Department of Health and Mental Hygiene reported multiple
hospital generator failures, issues with equipment sterilization, the
release of 500 million gallons of untreated sewage into local
waterways, and the loss of mechanization of syndrome surveillance
mechanisms.!® The power outage itself affected the population’s
health when compared to data from comparable weather.!” For
example, syndromic surveillance demonstrated an increase in
diarrheal illness in the days that followed.'

The impacts of power failure due to natural disaster or equipment
failure could be seen with power failure due to intentional attack.
Regarding attacks on power infrastructure, four of the top ten
affected countries are in South and Central America. All are in the
top five, with El Salvador having the highest number of attacks at
1,061, followed by Colombia with 821, Peru with 653, and Chile
with 456. Pakistan is the only country in the top of the list outside of
this region. In all four South and Central America countries, attacks
on electricity infrastructure are the most common.

The United States has seen an increase of attacks on the power
grid in 2022 and 2023.%° The Program on Extremism from George
Washington University (Washington, DC USA) has noted that
the energy infrastructure is of interest to violent extremist groups in
the United States.?”

Water is a crucial resource, from drinking water to power and
industrial functions, making it a target with a long history of attempted
and successful attacks. These attacks can be to impede the system of
delivery or to contaminate the contents.?! There are a number of
points where contaminants, including bioweapons, can be introduced,
starting upstream from collection points.”> Water systems increasingly
rely on complex systems and smart technology making them
vulnerable to cyber threats as well as disruptions in power.?*?* One
group looked at attacks on water infrastructure, particularly dam
projects in Afghanistan, India, and Pakistan. They found in all three
countries, there are water infrastructure projects that have faced
scrutiny by local groups due to mistrust in the government or concern
that the project is used to further domestic or foreign policy agenda.”
These three countries are all in the top ten for attacks on water
infrastructure. Pakistan was recorded to have 20 events. Afghanistan
and India were found to have 11 events each. Groups reviewing
naturally occurring and accidental waterborne outbreaks have high-
lighted this area of vulnerability for terrorists.?® Clean water is a
cornerstone of sanitation, hydration, and the mixing of medications, as
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Figure 4. Attacks on All Utilities, by Year.
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Figure 5. Attacks on Telecommunications, by Year.

well as other functions within the health care setting. Lack of access to
clean water in hospitals of low- and middle-income countries has been
shown to negatively impact surgical care.?”

Contamination of water can have long-term impacts on the
health and well-being of a community. In 2014, the water system in
Flint, Michigan (USA) switched sources. During this change, the
system was not treated to prevent the corrosion of pipes, leading to
increased levels of lead in water provided to the community.?® In
2016, this was found to correlate with, and likely cause an increase in,
the percentage of estimated blood lead levels in children.?’ The Flint
Registry has enrolled potentially exposed members of the
community and monitors health and childhood development.?® In
addition to the direct medical effects of wide-spread water
contamination, there are potentially secondary eftects. A survey of

Taubman © 2023 Prehospital and Disaster Medicine

Flint residents from 2019-2020 showed a high prevalence of
presumptive depression and posttraumatic stress disorder (PTSD).3°
A clean, reliable source of water not only impacts the health of a
population, it can potentially affect the operations of a health care
system. In August of 2022, heavy rainfall flooded the aging water
treatment plan in Jackson, Mississippi (USA). The damage caused
by flooding caused pumps to fail and water to stop flowing into the
city’s pipes.’! This lack of water impacted the ability of some
hospitals’ fire suppression systems, resulting in a fire watch.?>%
Other facilities had their air conditioning systems affected or had to
provide portable bathrooms for staff, visitors, and patients.’3** Some
local facilities were unaffected, as they had created their own water
resource by constructing wells in response to previous water supply
cut offs.3
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Figure 6. Top 20 Countries with Attacks on Telecommunications.

Terrorist Attacks on Water, by Year
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Figure 7. Terrorist Attacks on Water, by Year.

Armed conflict has shown how attacks on CI affect health care.
Within the first 162 days of the war in Ukraine, 15 cities had
disruptions of electricity and eight had disruption of their water
supply.*® In response, UNICEF delivered water and generators to
hospitals in Karkheive, Ukraine to counteract interruption of
services.? During the conflict in Syria, the Islamic State of Iraq and
Syria (ISIS) deliberately contaminated water with crude oil.>” In
fact, in 2016, it was estimated that 50% of the country was damaged
in the conflict, partly due to intentional attacks on water
infrastructure as well as power supply needed.*

Loss of telephone service in a hospital can affect how staff are
alerted to emergencies, how clinical teams formulate and carry out
treatment plans, and how they reach out to patient families for
important decisions. In much of the world where prehospital
emergency care is available, help is summoned by telephone.
Interruption of such service may delay the public’s ability to access
care. In 2019, CenturyLink (Monroe, Louisiana USA), which
provides service to several United States emergency call centers,
experienced an outage. This impacted the emergency services in a

Taubman © 2023 Prehospital and Disaster Medicine

large geographic area where the public could not reach the 9-1-1
emergency system to call for help.? The use of internet-based
technology in some emergency call systems may improve response,
but this also creates a new vulnerability in the form of a
cyberattack.*’

Proliferation of EMRs, telehealth capabilities, and network-
based equipment have increased efficiency and improved health
care delivery.*! However, increasing dependency on these tools
makes the systems which rely upon them more vulnerable to
disruption. The global connectedness via the internet has presented
an entirely new target to those seeking to attack infrastructure.
While kinetic attacks such as the 2022 targeting of land and subsea
cables in and around France remain a serious threat,** the
utilization of cyberattacks by violent non-state-based organizations
has taken on a distinct similarity to hybrid-warfare.*> While there is
currently debate on whether ideologically motivated cybercrime
rises to the level of cyberterrorism, the United States Department
of Homeland Security (Washington, DC USA) has predicted the
use of cyberattacks as a likely methodology of terrorist activity.**

October 2023

https://doi.org/10.1017/5S1049023X23006167 Published online by Cambridge University Press

Prehospital and Disaster Medicine


https://doi.org/10.1017/S1049023X23006167

666

Health Impacts of CI Attacks

Top 20 Countries with attacks on water

50 46
45
40
35
30 25
25 20
20
13 13
15 T
10 6
5 RERERR EEREE
. Ittt rnnnn
. N
SRV CFCIT S AR S N g P N P
¥ W & Qf & 8 @bb PS¢ 6""’ T &S E
QY AN oY & 2 ) & )
b 0‘(\ (')0

Figure 8. Top 20 Countries with Attacks on Water.

The attractiveness of targeting CI by nefarious actors via
cyberattacks is of particular concern, and several recent accounts
have highlighted the vulnerabilities of CI to cyberattacks.

Health care is particularly vulnerable to cyberattacks and is one
of the most frequently targeted and costly entities, with an average
total cost of US$10.1 million per breach in the United States.* The
proliferation of EMRs, telehealth capabilities, and network-based
equipment have increased efficiency and improved health care
delivery.*! However, increasing dependency on these systems
makes them more vulnerable to disruption via cyberattacks. One
study reported an increase in medication errors during EMR
downtime.*® After the 2010 Chilean earthquake, many hospitals
were able to maintain electrical systems due to backup generators.
However, they did not have a redundant communications system.
Kirsh, et al reported that this breakdown in communications
created “enormous difficulties in coordinating aid and for
requesting outside help.”*’

Further research is needed to fully understand the potential
impact of these events. Deeper evaluation of direct and indirect
impacts to local health systems for attacks found in the GTD
should be considered to fully understand impact these events have.

As health care systems and facilities conduct hazard vulner-
ability analysis, attention should be paid to understanding the
interconnected complexities of the resources needed to support
such systems. Facilities in locations where attacks on utilities are
more prevalent need to look at how their institutions can continue
to function when supply is cut, particularly in the case of a long-
term interruption of service, and hospital systems should
prophylactically engage with Disaster Medicine specialists who
are specifically trained to understand and operate in complex crisis
environments. Understanding the health care impacts of inten-
tional attacks such as terrorism events is the subspecialty domain of
Counter-Terrorism Medicine (CTM), a niche yet increasingly
important area of study and discussion as the modern environment
of threat rapidly evolves. Hospital systems should incorporate
mitigation strategies to prevent the loss of services when CI is
interrupted. Development of emergency operations and “down-
time” plans should be prioritized, simulation drills of critical
infrastructure failure drills should be performed, and multi-agency

Taubman © 2023 Prehospital and Disaster Medicine

discussions with other key stakeholders regarding potential failures
should take place, especially if they are in a region of potential risk

to such attacks.

Limitations

The GTD is a comprehensive record of documented global
terrorist events. It is maintained by START and is the basis for
other terrorism-related measures, such as the Global Terrorism
Index. Reliance wholly on the GTD is partially mitigated by
confirmation with other lay sources and searches for other online
searches, but if there are incidents not reported in the GTD, this
could limit the veracity of the findings. Using pre-existing
databases such as the GTD as a data source also inherently
introduces potential challenges, such as miscoding errors or data
entry errors. Furthermore, the lack of a universally agreed-upon
definition of the term “terrorism” can create inconsistencies
between databases in the labelling of such events. Clear and
detailed documentation of terrorist events is further hindered by
restrictions on reporting, the lack of independent corroboration,
and the lack of transparency within certain government sources.
Infrastructure needed to report, detect, and investigate terrorism
events is likely lacking in many parts of the world, leading to
potential under-reporting of events.

Finally, this study does not directly measure the impact of
attacks of health care but measures the frequency of pattern of
attacks seen in the past. The discussion is based on existing
literature of other similar events and their consequences.

Conclusion

The regions with the highest number of total attacks targeting CI
have historically been in South America, with more attacks against
power and utilities than other infrastructure. The numbers of
persons directly killed and wounded in these attacks were lower
than those with other target types. Each event is unique, and the
impact on local health systems is an important area of research as
the true impacts these attacks have on health care delivery may not
be fully accounted for with these numbers. By understanding the
pattern and scope of these attacks, CTM initiatives can be created
to mitigate and respond to interruptions in CI, allowing health care
facilities to continue care.
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